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TCP and UDP Ports for vCenter Server, ESX hosts, and other network
components management access

Purpose

These senices and agents are commonly present in a VSphere envronment:

CIMHTTP senver (insecure senice)
CIMHTTPS server

FTP client (insecure senvice)

FTP server (insecure senice)

iSCSI software client

NFS client (insecure senice)

NFS server (insecure senice)

NIS client

NTP client

SIVB client (insecure senice)
SNMP server

SSH client

SSH sener

Syslog client

Telnet client (insecure seniice)
Telnet server (insecure senice)
Other supported management agents that you install

VCenter Sener, ESX hosts, and other network components are accessed using predetermined TCP and UDP ports. If you
manage network components from outside a firewall, you may be required to reconfigure the firewall to allow access on
the appropriate ports.

Note: For additional information, see the ESX 3.x documentation or the ESX4.0 documentation.

Resolution
TCP and UDP ports should be modified for each of the products below:

AppSpeed
Consolidated Backup
Converter 3.x
Converter 4.x

Data Recowery
ESX3.x

ESX4.x

ESX 3.x

ESX 4.x

Guided Consolidation
Lab Manager
Orchestrator

Site Recovery Manager
Stage Manager
Update Manager
VCenter 2.5.x

\Center 4.x

View 3.x

View 4.x

View/VDM 2.x

Product Port Protocol [Source Target Purpose

\VCenter proxy interface. Used
only during setup to \erify the
proxy is setup correctly. Port
IAppSpeed 80 TCP IAppSpeed Sener  MCenter Senver 4 80 is the default Web Senice
Port, but a different TCP port
can be configured in VCenter
Sener 4.

Default port for

lcommunications. A different
IAppSpeed 443 ITCP IAppSpeed Sener  [VCenter Sener 4 TCP port can be configured in
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Category
Best Practices

Products:

VMware Consolidated
Backup

VMware Converter
\VWMware Data Recovery
VWMware ESX

VWMware ESX

VMware View Manager
VMware Virtual Desktop
Manager

VMware VirtualCenter
VMware vCenter Lab
Manager

VWMware vCenter
Orchestrator

VWware vCenter Server
VWMware vCenter Site
Recovery Manager
VWware vCenter Stage
Manager

VMware vCenter
Update Manager

Product Versions:
VMware ESX4.1.x
VMware ESX 4.1.x
Embedded
VMware ESX 4.1.x
Installable

Web2

converted by Web2PDFConvert.com



http://kb.vmware.com/selfservice
http://kb.vmware.com/kb/878
http://vmware.com/pdf/vi3_301_201_server_config.pdf
http://www.vmware.com/pdf/vsphere4/r40/vsp_40_esx_server_config.pdf
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#AppSpeed
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Consolidated Backup
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Converter 3.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Converter 4.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Data Recovery
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#ESX 3.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#ESX 4.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#ESXi 3.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#ESXi 4.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Guided Consolidation
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Lab Manager
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Orchestrator
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Site Recovery Manager
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Stage Manager
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#Update Manager
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#vCenter 2.5.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#vCenter 4.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#View 3.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#View 4.x
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382#View/VDM 2.x
javascript:void( rate(1,this) )
javascript:void( rate(2,this) )
javascript:void( rate(3,this) )
javascript:void( rate(4,this) )
javascript:void( rate(5,this) )
javascript:addBookmark('http://knova-prod-kss-vip.vmware.com:8080/selfservice/dynamickc.do?cmd=show&forward=nonthreadedKC&docType=kc&externalId=1012382&sliceId=1&stateId=','TCP and UDP Ports for vCenter Server, ESX hosts, and other network components management access');
javascript:emailDoc('1012382','1','TCP and UDP Ports for vCenter Server, ESX hosts, and other network components management access','false','')
javascript:window.print()
http://kb.vmware.com/selfservice/microsites/microsite.do?cmd=displayKC&docType=kc&docTypeID=DT_KB_1_1&externalId=1012382&format=rss
http://www.addthis.com/bookmark.php?v=250&username=xa-4b5f42f36e60a29e
http://www.vmware.com/index.html
http://www.vmware.com/technical-resources/
http://www.vmware.com/communities/content/
http://www.vmware.com/appliances/
http://www.vmware.com/vmwarestore/
http://www.vmware.com/accounts/
http://www.vmware.com/solutions/cloud-computing/
http://www.vmware.com/virtualization/
http://www.vmware.com/solutions/
http://www.vmware.com/products/
http://www.vmware.com/services/
http://www.vmware.com/support/
http://www.vmware.com/partners/
http://www.vmware.com/company/
http://www.vmware.com/worldwide.html
http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF

\VCenter Sener 4.

Connections to the probes to

IAppSpeed 22 ITCP IAppSpeed Sener  |AppSpeed Probe  |access the probes outside of
ithe VPN.
IAppSpeed 123 [TCP AppSpeed Senver  |AppSpeed Probe  [NTP senices
AppSpeed  [1194  [TCP/UDP |AppSpeed Sener  [AppSpeed Probe gopg‘r:{‘g‘,{fa“°”s over
: Required for VCB and
Consolidated 443 TCP CB Proxy Sener [Center Sener \vebMounter communication
Backup
land backup processes
) Required for VCB and
Consalidated Lz frce CB Proxy Sener |[ESXESX Host  cbMounter communication
P land backup processes
For hot migration. Not required
Conwerter 3.x  |137 UDP \Center Converter  [Source Computer to if the source computer does
Server be converted
not use NetBIOS
For hot migration. Not required
Converter 3.x  [138 UDP \Center Converter  [Source Computer to if the source computer does
Server be converted
not use NetBIOS
For hot migration. Not required
Conwerter 3.x  |139 TCP \é(ée“r::ar Comerter S:térg:\eclf()erzpumr to if the source computer does
not use NetBIOS
Source Computer to Required for destination VM
Converter 3.x 1443 ITCP be convert edp ESXESX Host laccess when target is
ESXESX/VCenter
Source Computer to Required if VCenter Sener is
Conwerter 3.x 443 TCP be converted \VCenter Server the conversion target
\VCenter Converter Required if VCenter Sener is
Conwerter 3.x 443 TCP Sener \VCenter Server the conversion target
\VCenter Converter Required for system
Converter 3.x 1443 ITCP Sener ESXESX Host comversion
Required for system
\VCenter Converter  |Source Computer to [conversion. Not required if the
Converter 3.x - 145 TcP Sener be converted source computer uses
NetBIOS
Required for data transport
Source Computer to during cloning of system to be
Converter 3.x 1902 S be converted ESNESX Host lconverted to target ESXESX
Host
Required for conversion of
Helper Virtual Source Computer to |Linux-based source
Converter 4.x 22 TCP Machine be converted computers (data flows from
source to VM)
Required for conversion of
Conwerter 4.x |22 TCP \é%enr:fr Converter Sgirgr? \ecr?ergputer to Linux-based source
lcomputers
For hot migration. Not required
Converter 4.x  [137 UDP \Center Converter  [Source Computer to if the source computer does
Server be converted
not use NetBIOS
For hot migration. Not required
Converter 4.x  [138 UDP \Center Converter  [Source Computer to if the source computer does
Server be converted
not use NetBIOS
For hot migration. Not required
Conwerter 4.x  |139 TCP \é(ée“r::ar Comerter S:térg:\eclf()erzpumr to if the source computer does
not use NetBIOS
Only required if the Converter
\VCenter Converter  MCenter Converter  [Client and Converter Sener
Conerter 4.x (443 TcP Client Server were installed on different
systems
Required for destination VM
Converter 4.x 1443 ITCP S:Lérgr? VeCr?err(;puter to ESXESX Host laccess when target is
ESXESX/VCenter
Comerter 4.x 1443 TP Source Computer to \Center Sener Required if yCenter Sener is
be converted lthe conwersion target
\VCenter Converter Required if vVCenter Sener is
Converter 4.x 443 TCP Sener \VCenter Server the conversion target
\VCenter Converter Required for system
Conwerter 4.x 443 ITCP Sener ESXESX Host comersion
. Required for conversion of
Conerter4x 443 [rop  [/Center Comerter  Helper Virtual Linux-based source
Server Machine
lcomputers
Required for system
Comerter 4.x 1445 TP \VCenter Converter  [Source Computer to |conversion. Not required if the
Sener be converted source computer uses
NetBIOS
Required for data transport
Source Computer to during cloning of system to be
(Converter 4.x 1902 TcP be converted ESXESX Host converted to target ESXESX
Host
Required for system
Conwerter 4.x  [9089 ITCP \Center Converter  [Source Computer to conversion. Remote agent
Server be converted
deployment
Data Recovery
Data Recowery {443 ITCP \VSphere Client Plug- Data Recowery \Center Sener to VDR

in
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Appliance
Data Recovery
Data Recowery [22024  [TCP \VSphere Client Plug- R:;;i?\ew Data Recovery management
in
ESX3.x 21 TCP FTP Client ESX Host FTP
ESX3.x 21 TCP ESX Host FTP Sener FTP
ESX3.x 22 ITCP ISSH Client ESX Host SSH
ESX3.x 22 TCP ESX Host SSH Sener SSH
ESX3.x 53 UDP ESXESX Host DNS Sener DNS
ESX3.x 80 TCP  [Client PC ESXESX Host | edirect Web Browser to
) HTTPS Seniice (443)
IActive Directory PAM Active Directory
ESX3.x 68 TCP ESX Host Sener IAuthentication - Kerberos
ESX 3.x 111 UDP ESXESX Host NFS Sener NFS Client — RPC Portmapper
ESX 3.x 111 [TCP ESXESX Host NFS Sener NFS Client — RPC Portmapper
ESX3.x 123 UDP ESXESX Host NTP Time Sener  |NTP Client
ESX3.x 1500 fcP [EsXHost SMB Sener SMB
ESX3.x 161 UDP ISNMP Sener ESX Host ISNMP Polling
ESX 3.x 162 UDP ESX Host SNMP Collector SNMP Trap Send
PAM Active Directory
ESX3.x 389 ITCP ESX Host LDAP Sener Authentication — LDAP
ESX3.x 427 JUDP  |ESXESXHost  |ESXESX Host %’I\_"P?e“"ce Location Protocol
ESX3.x 427 [TCP |ESXESXHost  |ESXESX Host %’I\_"P?e“"'ce Location Protocol
ESX3.x 3 fcP |clientPc ESX Host Host VI Management via web
browser
ESX3.x 43 [l |VinSphere Client  |ESXESX Host  |/VSphere Client to ESXESX
Host management connection
ESX3.x 443 [rcP |ESXESX Host  |ESXESX Host  |Hosttohost VM migration
land provisioning
ESX3.x 445 TCP ESX Host SMB Sener SMB
MS Directory PAM Active Directory
ESX3.x 45 TCP ESX Host Senices Sener IAuthentication
MS Directory PAM Active Directory
ESX3.x (45 ubP ESX Host Senices Sener IAuthentication
. ’ PAM Active Directory
ESX3.x ss  [TcP [ESXHost oot Directory Jauthentication — Kerberos
Password Senices
ESX3.x 514 UDP ESXESX Host Syslog Sener Remote syslog logging
’ \VISphere Client to ESXESX
ESX3.x 902 TCP ISphere Client  |ESXESX Host hosted VM connectivity
IAuthentication, Provisioning,
ESX3.x 902 ITCP/UDP [ESXESX Host ESXESX Host M Migration
ESX3.x 902 UDP ESXESX Host \VCenter 4 Sener Heartbeat
ESX 3.x 903 [TCP \VI\Sphere Client  |ESXESX Host VM Remote VM Console
ESX3.x 2049 UDP ESXESX Host NFS Sener NFS Client
ESX3.x 2049 TCP ESXESX Host NFS Sener NFS Client
ESX3.x oot |UDP  [ESXESX Host  [ESXESXHost - [VMware HA
. Software iISCSI Client and
ESX3.x 3260 TCP ESXESX Host iSCSI SAN Hardware iSCSI HBA
ESX3.x 5083 [TCP  [ESXESX Host  [ESXESX Host  [go Olentto GiM Seoure
ESX3.x 5089 [TCP  [ESXESXHost |VirtualCenter\Centengur oo e Sener to GiM
ESX3.x 5089 [TCP  |VirtualCenterhCentefESXESX Host  [qo oot 10 GiM Secure
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX3.x 8000 TcP Target) Source) \VMKemel Interface
ESXESX Host (VM [ESXESX Host (VM |VMotion Communication on
ESX3.x 8000 TcP Source) Target) \VMKemel Interface
ESX3.x Pa2t0 IrcP |ESXESX Host  [ESXESXHost  [VMware HA
ESX3.x b7000  [TCP ESXESX Host \VMware License ESXESX 3.x Host_to License
Sener Sener communication
ESX3.x b7010  fTcP ESXESX Host \VMware License ESXESX 3.x Host_to License
Sener Sener communication
ESX4.x 21 TCP FTP Client ESX Host FTP
ESX4.x 21 TCP ESX Host FTP Sener FTP
ESX4.x 22 TCP ESX Host SSH Sener ISSH
ESX4.x 22 ITCP ISSH Client ESX Host SSH
ESX4.x 53 UDP ESXESX Host DNS Sener DNS
ESX4.x 80 TCP  [Client PC ESXESX Host | edirect Web Browser to
) HTTPS Senice (443)
IActive Directory PAM Active Directory
ESX4.x 68 TCP ESX Host Sener IAuthentication - Kerberos
ESX4.x 111 UDP ESXESX Host NFS Sener NFS Client — RPC Portmapper
ESX4.x 111 [TCP ESXESX Host NFS Sener NFS Client — RPC Portmapper
ESX4.x 123 UDP ESXESX Host NTP Time Sener INTP Client
ESX4.x 150t P [EsXHost SMB Server SMB
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ESX4.x 161 UDP ISNMP Sener ESX Host ISNMP Polling
ESX4.x 162 UDP ESX Host SNMP Collector ISNMP Trap Send
PAM Active Directory
ESX4.x 389 TCP ESX Host LDAP Sener Authentication — LDAP
ESX4.x 427 JUDP  |ESXESXHost  |ESXESX Host %’I\_"P’)Se“"ce Location Protocol
ESX4.x 427 CP |ESXESXHost  |ESXESX Host g’l\_"P?e“’ice Location Protocol
ESX4.x 443 [rcP |ESXESX Host  |ESXESX Host  |HoSttohost VM migration
land provisioning
ESX4.x i3 fcP |clientPC ESX Host Host VI Management via web
browser
ESX4.x a3 frcP |VinSphere Client  [ESXESX Host \égfphere Client to ESXESX
t management connection
ESX4.x 445 JUDP  |ESXHost MS Directory PAM Active Directory
Senices Sener IAuthentication
ESX4.x 445 TCP ESX Host SMB Sener SMB
MS Directory PAM Active Directory
ESX4.x (45 TCP ESX Host Senices Sener IAuthentication
R PAM Active Directory
ESX4.x tss  [TcP [ESXHost oot Directory Jauthentication — Kerberos
ener ;
Password Senices
ESX4.x 514 UDP ESXESX Host Syslog Sener Remote syslog logging
. ISphere Client to ESXESX
ESX4.x 902 ITCP INSphere Client  |[ESXESX Host hosted VM connectiity
IAuthentication, Provisioning,
ESX4.x 902 ITCP/UDP [ESXESX Host ESXESX Host \VM Migration
ESX4.x 902 UDP ESXESX Host \VCenter 4 Senver Heartbeat
ESX4.x 903 TCP \VI\Sphere Client  |ESXESX Host VM Remote VM Console
ESX4.x 2049 UDP ESXESX Host NFS Sener NFS Client
ESX4.x 2049 TCP ESXESX Host NFS Sener NFS Client
ESX4.x o000t lUbP  [ESXESX Host  [ESXESX Host Mware HA
1 Software iSCSI Client and
ESX4.x 3260 'TCP ESXESX Host iISCSI SAN Hardware iSCS| HBA
5900 RFB Protocol used by
ESX4.x [to ITCP ESXESX Host ESXESX Host management tools
5964 such as VNC
ESX4.x 5083 [TCP  |ESXESX Host  [ESXESX Host  [on Stient to CIM Seoure
ESX4.x 5080 [TCP intualCenter\CenteESXESX Host o et to M Secure
ESX4.x 5089 [TCP  |ESXESX Host  |VirtualCenteriCenter g ooor® Senerto CM
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX4.x 000 TcP Target) Source) IVMKernel Interface
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX4.x 8000 TCP Source) Target) IVMKernel Interface
ESX4.x Poizto TP |ESXESX Host  [ESXESX Host Mware HA
. . DS (Virtual Distributed
ESX4.x a7 UDP ESXESX Host Physical Switches Switch) Broadcast
IVMware Fault Tolerance.
ESX4.x 8100 ITCP/UDP [ESXESX 4 Host ESXESX 4.x Host ESXESX 4 only.
IVMware Fault Tolerance.
ESX4.x 8200 ITCP/UDP [ESXESX 4 Host ESXESX 4.x Host ESXESX 4 only.
ESX 3.x 53 UDP ESXESX Host DNS Sener DNS
ESX3x |80 TCP  Client PC ESXESX Host  |redirect Web Browser to
' HTTPS Senice (443)
ESX 3.x 111 ITCP ESXESX Host NFS Sener INFS Client — RPC Portmapper
ESX 3.x 111 UDP ESXESX Host NFS Sener INFS Client — RPC Portmapper
ESX 3.x 123 UDP ESXESX Host NTP Time Sener NTP Client
ESX 3.x 162 UDP ESX Host SNMP Collector SNMP Trap Send
ESX3x W27 |[uDP  [ESXESXHost  [ESXESX Host g’l\_"P?e“"C"' Location Protocol
ESX3x W27 [tcP [ESXESXHost  [ESXESX Host ng\_AP?emCe Location Protocol
ESX 3.x 443 frcP |VinSphere Client  [ESXESX Host \l_/klggphere Client to ESXESX
management connection
ESX 3. 443 frcP |ESXESXHost  |ESXESX Host  |Hosttohost VM migration
land provisioning
ESX 3.x 514 UDP ESXESX Host Syslog Sener Remote syslog logging
) ISphere Client to ESXESX
ESX 3.x 902 TCP ISphere Client  |ESXESX Host hosted VM connectiity
IAuthentication, Provisioning,
ESX 3.x 902 ITCP/UDP [ESXESX Host ESXESX Host \VM Migration
ESX 3.x 902 UDP ESXESX Host \VCenter 4 Senver Heartbeat
ESX 3.x 903 TCP \VI\Sphere Client  |ESXESX Host VM Remote VM Console
ESX 3.x 2049 TCP ESXESX Host NFS Sener NFS Client
ESX 3.x 2049 UDP ESXESX Host NFS Sener NFS Client
ESX3x  [o0'® |UDP  [ESNESXHost  [ESXESX Host Mware HA
A Software iSCSI Client and
ESX 3.x 3260 ITCP ESXESX Host iISCSI SAN Hardware ISCSI HBA

Col

Web2

nverted by WWeb2PDFConvert.com



http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF

ESX3x  [5988 [TCP  [ESNESXHost  [ESXESX Host [ Olentto GiMSecure
ESX3x  |599 [tCP intualCenter\CenterESXESX Host o et to M Seaure
ESX3x  [5989 [TCP  [ESNESXHost [VirtualCenterhCenterlgw oocr® Senerto G
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX 3.x 000 TcP Target) Source) \VMKemel Interface
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX 3. 8000 TCP Source) Target) IVMKernel Interface
ESX3x  [02® TP [ESXESXHost  [ESXESX Host  [VMware HA
\VMware License ESXESX 3.x Host to License
ESX 3.x 27000 [TCP ESXESX Host Sener Sener communication
\VMware License ESXESX 3.x Host to License
ESX 3.x 27010 [TCP ESXESX Host Sener Sener communication
ESX 4.x 53 UDP ESXESX Host DNS Sener DNS
ESX4x |80 TcP |ciientPC ESXESX Host  |redirect Web Browser to
' HTTPS Senice (443)
ESX 4.x 111 [TCP ESXESX Host NFS Sener NFS Client — RPC Portmapper
ESX 4.x 111 UDP ESXESX Host NFS Sener INFS Client — RPC Portmapper
ESX 4.x 123 UDP ESXESX Host NTP Time Sener NTP Client
ESX 4.x 161 [UDP  |SNMP Sener ESX 4.x Host gg‘%‘z poling. Not usedin
ESX 4.x 162 UDP ESX Host SNMP Collector ISNMP Trap Send
ESx4x W27 |[uDP  [ESXESXHost  [ESXESX Host g'l\_"P?eme Location Protocol
ESx4x W27 [tcP [ESXESXHost  [ESXESX Host g’l\_"P?e“’ice Location Protocol
ESX 4.x a3 frcP |VinSphere Client  [ESXESX Host }_’k'gﬁphere Client to ESXESX
management connection
ESX4x W43  [TcP  [ESWESXHost  [ESXESX Host | 0Sttohost VMmigration
land provisioning
ESX 4.x 514 UDP ESXESX Host Syslog Sener Remote syslog logging
. \VISphere Client to ESXESX
ESX 4.x 902 TCP ISphere Client  |ESXESX Host hosted VM connectivity
IAuthentication, Provisioning,
ESX 4.x 902 ITCP/UDP [ESXESX Host ESXESX Host \VM Migration
ESX 4.x 902 UDP ESXESX Host \VCenter 4 Sener Heartbeat
ESX 4.x 903 TCP I/'VSphere Client  |ESXESX Host VM Remote VM Console
ESX 4.x 2049 ITCP ESXESX Host NFS Sener INFS Client
ESX 4.x 2049 UDP ESXESX Host NFS Sener NFS Client
ESXdx  [o0'® |UDP  [ESXESXHost  [ESXESX Host  [VMware HA
1 Software iSCSI Client and
ESX 4.x 3260 ITCP ESXESX Host iISCSI SAN Hardware ISCS| HBA
5900 RFB Protocol used by
ESX 4.x [to ITCP ESXESX Host ESXESX Host management tools
5964 such as VNC
ESX4x  [5988 [TCP  [ESXESXHost  [ESXESX Host [ Slentto GiM Secure
ESX4x  |599  [tCP intualCenter\CenteESXESX Host o et to M Seaure
ESX4x  [5989 [TCP  [ESNESXHost [VirtualCenterhCenterlgw oocr® Senerto G
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX 4. 8000 TCP Target) Source) \VMkemel Interface
ESXESX Host (VM [ESXESX Host (VM [VMotion Communication on
ESX 4.x 8000 TCP Source) Target) \VMkemel Interface
) . DS (Virtual Distributed
ESX 4.x 47 UDP ESXESX Host Physical Switches Switch) Broadcast
ESXdx  [02'® TP [ESXESXHost  [ESXESX Host Mware HA
\VMware Fault Tolerance.
ESX 4.x 8100 ITCP/UDP |ESXESX 4 Host  [ESXESX 4.x Host ESX/ESX 4 only.
\VMware Fault Tolerance.
ESX 4.x 8200 ITCP/UDP |ESXESX 4 Host  [ESXESX 4.x Host ESXESX 4 only.
. . Microsoft DCE Locator
Guided Consolidation Target MCenter Converter .
- 135 ITCP/UDP 5 Senice, also known at End-
Consolidation (Physical Sener)  [Sener Point Mapper
NetBIOS names senice.
Firewall administrators
[frequently see largemumbers
lof incoming packets to port
137. This is because of
\Windows seners that use
) — NetBIOS (as well as DNS) to
Gwded_ _ 137 TCP/UDP Conso_lldatlon Target [VCenter Converter resolve IP addresses o
Consolidation (Physical Sener)  |Sener .
names using the
lgethostbyaddr() function. As
users behind the firewalls visit
\Windows-based Web sites,
those seners frequently
respond with NetBIOS
lookups.
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Guided
Consolidation

—

38

ITCP/UDP

Consolidation Target
(Physical Sener)

\VCenter Converter
Sener

NetBIOS datagram Used by
\Windows, as well as UNIX
senices (such as SAMBA).
Port 138 is used primarily by
ithe SMB browser senice that
lobtains Network Neighborhood|
information.

Guided
(Consolidation

139

ITCP/UDP

Consolidation Target
(Physical Sener)

\VCenter Converter
Sener

NetBIOS Session Windows
File and Printer sharing.

Guided
Consolidation

445

ITCP/UDP

IConsolidation Target
(Physical Sener)

\VCenter Converter
Sener

DNS Direct Hosting port. In
\Windows 2000 and Windows
DXP, redirector and sener
lcomponents now support
direct hosting for
lcommunicating with other
icomputers running Windows
2000 or Windows XP. Direct
hosting does not use NetBIOS
[for name resolution. DNS is
used for name resolution, and
ithe Microsoft networking
lcommunication is sent
directly over TCP without a
NetBIOS header. Direct
hosting over TCP/IP uses TCP
land UDP port 445 instead of
the NetBIOS session TCP
port 139.

Lab Manager

137

UDP

ESXESX Host

SMB File Sener

ISMB File Sharing for
Importing/Exporting VMs.
ESX requires Lab Manager
4.x

Lab Manager

138

UDP

ESXESX Host

SMB File Sener

ISMB File Sharing for
Importing/Exporting VMs.
ESX requires Lab Manager
4.x

Lab Manager

139

TCP

ESXESX Host

SMB File Senver

SMB File Sharing for
Importing/Exporting VMs.
ESX requires Lab Manager
4.x

Lab Manager

389

TCP

Lab Manager Sener

LDAP Sener

LDAP Authentication
(optional)

Lab Manager

443

TCP

Client PC

Lab Manager Sener

Lab Manager Console (Web
Browser)

Lab Manager

443

TCP

Lab Manager Sener

\VCenter Sener

Lab Manager to vCenter
ISener Communication

Lab Manager

445

'TCP

ESXESX Host

SMB File Sener

ISMB File Sharing for
Importing/Exporting VMs.
ESX requires Lab Manager
4.x

Lab Manager

514

'TCP

Lab Manager Senver

\Virtual Router

Update IP tables and routing
lon the VRouter

Lab Manager

636

'TCP

Lab Manager Senver

LDAP Sener

LDAPS Authentication
(optional)

Lab Manager

1433

'TCP

Lab Manager Senver

Microsoft SQL
Sener

Lab Manager Connectivity to
Microsoft SQL Sener (for LM
database)

Lab Manager

5212

TCP

Lab Manager Senver

ESXESX Host

Lab Manager Agent. ESX
requires Lab Manager 4.x

Orchestrator

25

TCP

\VCO Sener

SMTP Sener

Email notifications

Orchestrator

389

[TCP

CO Sener

LDAP Sener

LDAP Authentication

Orchestrator

443

'TCP

\VCO Sener

\VCenter Sener

Used to obtain virtual
infrastructure and virtual
machine information from
orcestrated vCenter Sener(s)
through the VCenter API

Orchestrator

636

TCP

\VCO Sener

LDAP Sener

IVCO uses LDAP
lauthentication and group
membership to determine role
lauthorization in LCM and
laccess to VMs/requests. This
is the SSL secured LDAP
protocol Idaps (the SSL
pendent of 389). This is used
ffor secured LDAP
lauthentication

Orchestrator

1433

'TCP

\VCO Sener

Microsoft SQL
Sener

\VCenter Orchestrator Sener to
Microsoft SQL Sener for VCO
Database

Orchestrator

1521

TCP

\VCO Sener

Oracle Database
Sener

\VCenter Orchestrator Sener to
Oracle for VCO Database

Orchestrator

3306

TCP

\VCO Sener

MySQL Senver

\VCenter Orchestrator Sener to
MySQL Senver for VCO
Database

Orchestrator

5432

CO Sener

PostgresSQL Server

\VCenter Orchestrator Sener to
PortgresSQL Senver for VCO
Database
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Lookup port — The main port
lto communicate with
Orchestrator Configurator
server (JNDI port). All other
ports communicate with the

Orchestrator  [8230 ITCP CO Client IVCO Sener Orchestrator Configurator
smart client through this one.
It is part of the JBoss
plication sener
infrastructure
Command port — The
lapplication communication
port (RMI container port), it is
Orchestrator  [8240 TCP \VCO Client I\VCO Sener used for remote invocations. It
is part of the JBoss
IApplication server
infrastructure.
Messaging port — The Java
messaging port used to
Orchestrator  [8250 ITCP \VCO Client I\VCO Sener dispatch ewents. It is part of
the JBoss Application sener
infrastructure
Port used by VCO Sener to
Orchestrator  [8280 TCP CO Sener I\VCO Sener lconnect to the Web front-end
\via HTTP
Port used by VCO Sener to
Orchestrator 8281 TCP CO Sener IVCO Sener lconnect to the Web front-end
via HTTPS
Port used by VCO Sener to
connect to VCenter Sener to
Orchestrator  |8281 TCP \VCenter Sener \VCO Sener communicate with the \Center
API
HTTP sener port — The port for
Orchestrator  [8282 TCP \VCO Client PC I\VCO Sener ithe HTTP connector used to
lconnect to the Web frontend.
HTTPS sener port — The port
for the SSL HTTP connector
Orchestrator  [8283 TCP CO Client PC IVCO Sener |:l:§ed to connect to the Web
ntend. Requires Jetty to be
configured for SSL.
ISRM communication. SRM
Site Recovery 50 80 Site Recovery Remote VCenter Sener at Site A to vCenter
Manager Manager Server Sener at Site B (failover) over
HTTP and SSL tunnel
SRM communication with
. . local
Site Recovery %0 80 Site Recovery Remote vCenter \Center sener (inventory) &
Manager Manager Sener \Sphere
Client Plug-in download
Site Recovery Site Recovery Remote VCenter SRM commurication Wi.th
Manager 443 TCP Manager Sener remote VCenter Sener via
HTTP over SSL tunnel
. ) SRM Connectivity to Microsoft
roRECOLY 433 fCP MCenterSener  fuio oSOt SAL - Isqy Sener (for SRM
lanager Server d
atabase)
Site Recovery 1521 TP Site Recovery Oracle Database  [SRM Connectivity to Oracle
Manager Manager Sener (for SRM database)
Site Recovery Site Recovery Oracle Database SRM Connectivity to Oracle
Manager 1526 S Manager Senver (for
ISRM database)
Site Recovery 5000 TP Site Recovery IBM DB2 Database [SRM Connectivity to IBM
Manager Manager Sener DB/2 (for SRM database)
Site Recovery 8095 TP Site Recovery \Center sener SRM sener gnd VCenter
Manager Manager sener (intrasite only).
Site Recovery 8096 TP Site Recovery \Center sener \VCenter sener (for plug-in
Manager Manager download).
Site Recovery 9007 TP Site Recovery External SRM APl |[SRM communication via
Manager Manager Client \WSDL
Stage Manager|137 UDP  |ESXHost SMB File Senver ﬁ]“gg nf:g,g;‘ggg%g’{ﬂws
Stage Manager|138 UDP ESX Host SMB File Server ﬁn'\gg nf:g/gsigligo{/Ms
Stage Manager|139 TCP ESX Host SMB File Server ﬁnl\gg nf:g,g;‘x;%;o{ﬂws
Stage Manager 389 TP gtage Manager LDAP Sener LDAP Authentication
erver (optional)
Stage Manager |43 TP Client PC Stage Manager Stage Manager Console (Web
ener Browser)
Stage Manager Sener
Stage Manager|443 ITCP gtage Manager ESX Host icommunication with ESX Host
ener
IAgent
Stage Manager Stage Manager Senver
Stage Manager|443 TCP Sener \VCenter Server lcommunucation with vCenter
Sener
Stage Manager|445 TCP ESX Host SMB File Sener SMB File Sharing for

Importing/Exporting VMs
1
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Stage Manager|514 TCP g:n%’r""“' = ESX Host ESX Host Virtual Router
Stage Manager LDAPS Authentication
Stage Manager 636 ITCP Sener LDAP Sener (optional)
Stage Manager|5212 ITCP §§$ Manager ESX Host Stage Manager Agent
To obtain metadata for the
updates, Update Manager
Update 80 ITCP Update Manager WWWMTWAE.COM | o he able to connect to
Manager Sener land xml.shavik.com .
http://www.vmware.com and
http://xml.shavik.com
ESXESX Host to Update
Update Update Manager Manager Sener . The reverse
Manager g0 TCP ESXESX Host Host proxy forwards the required to
port 9084
Update Update Manager Update Manager to vCenter
Manager B0 TCP Sener \Center Sener ISener communication
To obtain metadata for the
ates, Update Manager
Update Update Manager IWWW. vmware.com upd
Manager 143 TP Server land xml.shavik.com mus.t be able fo connect to
http://www.vmware.com and
http://xml.shavik.com
ESXESX Host to Update
Update Update Manager Manager Sener . The reverse
Manager (43 TcP FSXESX Host Sener proxy forwards the required to
port 9084
\VCenter Sener to Update
Update Update Manager Manager Sener. The reverse
Manager 43 TcP \Center Senver Server proxy forwards the request to
port 8084
To push patches and updates
Update Update Manager [from Update Manager to the
Manager 902 S Server ESXESX Host ESXESX Hosts to be
updated
) Update Manager to Microsoft
opdate 433 rep [gpdateManager  Wicrosol SQL - isqy Sener conectivity (for
9 UM Database)
Update Manager to Oracle
a‘;?;teer 1521 [TCP szgdniff Manager g;ani‘f Database | nectivity (for UM
9 Database)
ISOAP between components
of Update Manager Sener and
'l\J/Ipdate 8084 TCP Update Manager \VCenter Server ithe vCenter Update Manager
lanager Server ) )
client plug-in. Configurable at
install.
ESXESX hosts connect to
Update Update Manager the VUM websener listening
Manager 9084 TCP Sener ESXESX host Ifor updates. Configurable at
install.
Port used for uploading host
Update Update Manager
Manager 9087 TCP Sener \VCenter Server iL:]p;(iigltle files. Configurable at
This is the recommend port
range from which to choose
ports for Update Manager if
Update 9000 to Update Manager ports 80 and 443 are already
Manager 9100 TcP ESXESX Host Sener in use. Update Manager
lautomatically opens these
ports for ESXHost scanning
land remediation.
\VCenter 2.5.x |25 [TCP \VCenter Sener SMTP Sener Email notifications
\VCenter 2.5.x |53 UDP \VCenter Sener DNS Sener DNS lookups
. Redirect Web Browser to
\VCenter 2.5.x |80 TCP Client PC \VCenter Server HTTPS Seniice (443)
\Center 2.5.x |88 TCP  |CenterSener  facte DOt lap A\ thentication
\Center 2.5.x |88 UDP  fCerterSener  [RO0® DGOV lap authentication
\Center 2.5.x  |161 UDP ISNMP Senver \VCenter Senver ISNMP Polling
\VCenter 2.5.x 162 UDP \VCenter Sener SNMP Sener SNMP Trap Send
\VCenter 2.5.x 389 [TCP \VCenter Sener LDAP Sener LDAP Authentication
\VCenter 2.5.x  |443 TCP \VCenter Sener ESXESX Host \VCenter Agent
) | Web Access (Web
\VCenter 2.5.x 443 ITCP Client PC \VCenter Sener Browser)
’ INSphere Client access to
\VCenter 2.5.x  |443 TCP INSphere Client ~ MCenter Sener \Center Server
VCenter25x |15 [TCP  NCenterSener [0+ DOtOYlap Authentication
VCenter25x |15 [UDP  NCenterSener [0 DOtOYlap Auhentication
\VCenter 2.5.x  |902 UDP \VCenter Sener ESXESX Host Heartbeat
\VCenter 2.5.x  |902 UDP ESXESX Host \VCenter Senver Heartbeat
\Center 25x [003  [TCP  [Client PC \VCenter Senver |15 vophere Glient to VM
\VISphere Client to VM
NantAr D B lono D Pantar Canne COVIECOV: Linnt Console (after connection
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VUCT ILTT £.U.A TV or VT LT OT1 VeI CONLON |'IUDSL estab“shed be n
\VISphere Client and vCenter)
Microsoft SQL For vCenter Microsoft SQL
\VCenter 2.5.x [1433 ITCP \VCenter Sener Sener Sener Database
\VCenter 2.5.x  [1521 ITCP \VCenter Sener (S);ar:,:elf Database For vCenter Oracle Database
\VCenter 2.5.x  [5989 [TCP irtualCenter/VCenterlESXESX Host \VCenter to ESX
\VCenter 2.5.x  [5989 TCP ESXESX Host \VirtualCenter/VCenter[ESX to VCenter
\VCenter 2.5.x  [8005 ITCP \VCenter Sener \VCenter Senver Internal Communication Port
\VCenter 2.5.x  [8006 [TCP \VCenter Sener \VCenter Senver [Intemal Communication Port
\VCenter 2.5.x  [8083 [TCP \VCenter Sener \VCenter Sener lIinternal Senice Diagnostics
\VCenter 2.5.x  [8085 [TCP \VCenter Sener \VCenter Server lIinternal Senice Diagnostics
\VCenter 2.5.x  [8086 TCP \VCenter Sener \VCenter Server linternal Communication Port
\VCenter 2.5.x  [8087 [TCP \VCenter Sener \VCenter Senver Intemal Senice Diagnostics
Licensing via FlexLM. Only
\VMware License required by VCenter 4 if
\VCenter 2.5.x [27000  [TCP \VCenter Sener Sener ESXESX 3.x Hosts will be
supported
Licensing via FlexLM. Only
\VMware License required by vCenter 4 if
\VCenter 2.5.x [27000 [TCP Sener \VCenter Sener ESXESX 3.x Hosts will be
supported
Licensing via FlexLM. Only
\VMware License required by vCenter 4 if
\VCenter 2.5.x [27010  [TCP \VCenter Sener Sener ESXESX 3.x Hosts will be
supported
Licensing via FlexLM. Only
\VMware License required by vCenter 4 if
\VCenter 2.5.x [27010  [TCP Sener \VCenter Sener ESXESX 3.x Hosts will be
supported
\VCenter 4.x 25 ITCP \VCenter Sener SMTP Sener Email notifications
\VCenter4.x |53 UDP \VCenter Sener DNS Sener DNS lookups
) Redirect Web Browser to
\VCenter 4.x 80 ITCP Client PC \VCenter Sener HTTPS Seniice (443)
\Center 4.x |88 UDP  fCeterSener  [R00® DGOV lap authentication
\Center 4.x |88 TCP  |CenterSener  facte DOt lap A\ thentication
\VCenter 4.x 161 UDP ISNMP Senver \VCenter Senver ISNMP Polling
\VCenter 4.x 162 UDP \VCenter Sener SNMP Sener ISNMP Trap Send
Bi-directional LDAP
Linked vCenter lauthentication with Kerberos
\VCenter 4.x 389 ITCP \VCenter Sener Seners lencryption on TCP port 389 is
required between all VCenters
ithat need to replicate.
\VCenter 4.x 443 [TCP \VCenter Sener ESXESX Host \VCenter Agent
) VI Web Access (Web
\VCenter 4.x 443 ITCP Client PC \VCenter Sener Browser)
) \VI\WSphere Client access to
\VCenter 4.x 443 ITCP INSphere Client ~ MCenter Sener \Center Serer
\VCenter 4.x 445 ITCP \VCenter Senver ég:::r Directory IAD Authentication
\VCenter 4.x 445 UDP \VCenter Senver ég::r Directory IAD Authentication
Linked VCenter Linked mode connectivity
\VCenter 4.x 636 TCP \VCenter Senver Seners between vCenter Seners
\VCenter 4.x 902 UDP \VCenter Sener ESXESX Host Heartbeat
\VCenter 4.x 902 UDP ESXESX Host \VCenter Sener Heartbeat
’ \VISphere Client to VM
\VCenter 4.x 903 ITCP Client PC \VCenter Sener Console
\VISphere Client to VM
Console (after connection
\VCenter 4.x 903 ITCP \VCenter Sener ESXESX Host established be n
\VI\Sphere Client and vCenter)
Bi-directional RPC
lcommunication on dynamic
'TCP ports is required between
. ) all VCenters that
\Center4x  [,1924 |epc  [dnkedvCenter  [Linked \Center |00y enicate (ia ADAM).
(dynamic Senvers Seners AVIC still neads
ithe a direct connection to all
\VCenters that own
lan object it needs to manage.
Microsoft SQL For vCenter Microsoft SQL
\VCenter 4.x 1433 ITCP \VCenter Sener Sener Sener Database
\VCenter 4.x 1521 ITCP \VCenter Sener g;anif Database For vCenter Oracle Database
\VCenter 4.x 5989 [TCP irtualCenter/VCenterlESXESX Host \VCenter to ESX
\VCenter 4.x 5989 TCP ESXESX Host VirtualCenter/VCenter[ESX to VCenter
\VCenter 4.x 8005 ITCP \VCenter Sener \VCenter Sener Internal Communication Port
\VCenter 4.x 8006 TCP \VCenter Sener \VCenter Sener Internal Communication Port
DPM with IPMI (iLO/BMC)
\VCenter 4.x 623 UDP \VCenter Sener ESXESX 4.x Host |ASF Remote Management

land Control Protocol

[VMware vCenter 4
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\VCenter 4.x 8080 ITCP Client PC \VCenter 4 Sener Management Web Senices -
HTTP
\VCenter 4.x 8083 [TCP \VCenter Sener \VCenter Sener lInternal Senice Diagnostics
\VCenter 4.x  [8085 TCP \VCenter Sener \VCenter Senver lIinternal Senice Diagnostics
\VCenter 4.x  [8086 [TCP \VCenter Sener \VCenter Server Internal Communication Port
\VCenter 4.x  [8087 [TCP \VCenter Sener \VCenter Sener Intemal Senice Diagnostics
IVMware Center 4
\VCenter 4.x 8443 ITCP Client PC \VCenter 4 Sener Management Web Senices -
HTTPS
Licensing via FlexLM. Only
\VMware License required by vCenter 4 if
\VCenter 4.x 27000 |TCP \VCenter Senver Sener ESXESX 3.x Hosts will be
supported
Licensing via FlexLM. Only
Mware License required by VCenter 4 if
\Center 4x  [27000 [rCP <3V VCenter Senver s o ete will be
supported
Licensing via FlexLM. Only
\VMware License required by VCenter 4 if
\VCenter 4.x 27010 [TCP \VCenter Senver Sener ESXESX 3.x Hosts will be
supported
Licensing via FlexLM. Only
\VMware License required by VCenter 4 if
\VCenter 4.x 27010 [TCP Sener \VCenter Server ESX(ESXy3.X Hosts will be
supported
iew 3.x 3389 [TCP Thin Client ESX host RDP Protocol
iew 3.x 18443  [TCP \Slfnva\éﬁ?xcl\tlllgzagen\oemer Senver \View Composer
Viewdx  [pett1  frop  [ViewAgent (Virual \ s ciient USB Device Communication
Desktop)
View3x  [2111 [TCP |View Client View Agent (Virtual g pe,ice Communication
Desktop)
) . ) (Optional) View Client with
ewix oz fop [iontimonme  [ESxHost Offiine Desktop data is
' Desktop downloadgd and uploaded
ithrough this port.
iew/VDM . ’
iewdx  [3268 [TCP  |Connection jaote Directo \Giobal Catalog Sener
Sener/View Manager|
iew/VDM . ]
iewdx  [3269 [TcP |Connection jaothe Directo \Giobal Catalog Senver
Sener/View Manager >
g
iew 4.x 3389 [TCP Thin Client ESX host RDP Protocol
(Optional) Multimedia
) . . Redirection (MMR). MMR is
Viewdx  |oizr [op [Glonwitn Ofime  [ViewAgent (Virtual - [support by View Gient and
Desktop Desktop) \View Client with _Ofﬁlne _
Desktop on certain operating
systems.
iew 4.x 18443  [TCP Sgnvéd%?gfht/:ggagen\oenter Sener iew Composer
) iewAgent (Virtual | . ) PColP (AES 128-bit
iew 4.x 50002  [TCP/UDP Desktop) \View Client encryption)
) ) ) \View Agent (Virtual |PColP (AES 128-bit
iew 4.x 50002  [TCP/UDP [View Client Desktop) encryption)
) ... |[VDM Access (not required if
iew/VDM 2.x 80 TCP iew/VDM Client \S’fx’e’:’ DM Security |\ HTTPS is to be
supported)

DM Web Access (not
required if only HTTPS is to
be supported) The Security
Sener used as a proxy in a
DMZ to allow for extemal
connections in. The View
Manager/Connection Broker

_ _ View/VDM Security has an ADAM_ instance on it
\View/VDM 2.x 180 TCP Client PC Sener land thus, a fair amount of the
IAD (not a good thing to put on
the DMZ2). If View is LAN-
based only, then it’s irrelevant.
If it's publicly accessed, then
you definitely want a Security
Sener to act on behalf of
lexternal clients coming in
(assuming no VPN)
. VDM Access (not required if
iew/VDM 2.x [80 TCP |[ViewVDM Client ~ [{/W/VEM only HTTPS is to be
nnection Server
supported)
. VDM Web Access (not
View/ VDM 2.x |80 TP |client PC \O"Oe""’v DM required if only HTn(Ds is to
nnection Server
be supported)
View/ VDM Active Directo
iew/VDM 2.x |88 UDP Connection Sener Y IAD Authentication
Sener/View Manager|
View/VDM IActive Directol
iew/VDM 2.x |88 ITCP Connection Sener Y IAD Authentication
Sener/View Manacen

Col

Web2

nverted by WWeb2PDFConvert.com



http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF

iew/VDM

iew/VDM 2.x |389 ITCP/UDP [Connection LDAP Sener LDAP Authentication
Sener/View Manager|
iew/VDM 2.x 443 [TCP  [View/VDM Client \S/fr‘\”el:/ DM Security /o Access
\View/VDM
iewVDM 2x [443  [TCP |Client PC Connection /DM Web Access and VDM
- ministration
Sener/View Manager]
\View/VDM
iew/VDM 2.x {443 TCP 'Thin Client Connection I\VDM API
Sener/View Manager
\View/VDM
iew/VDM 2.x 1443 TCP iew/VDM Client Connection DM Access
Sener/View Manager
) ) \View/VDM Security [VDM Web Access (Web
iew/VDM 2.x 1443 TCP Client PC Sener Browser)
iew/\VDM
iewVDM 2.x [443  [TcP [Connection \Center Sener DV 1o ¥Center
Sener/View Manager communication
iew/VDM . ’
iewVDM 2.x 445 [UDP  |Connection oot Directory Jap Authentication
Sener/View Manage] > "
g
iew/VDM -
iew\VDM 2.x 445 [TCP |Connection oot Directory Jap Authentication
Sener/View Manager > "
g
) Ephemeral Ports. A short-lived
. 1024 to View/VDM Virtual Desktop VM |connection between View
iew/VDM 2.x 65535 S Connection (View/VDM Agent)  [Manager and the virtual
Sener/View Manager| g d 9
lesktop
This is required for ADAM
replication (Active Directory
) . "lite" replication) between
. 1024 to View/VDM View/VDM VDM Connection Senvers.
iew/VDM 2.x ITCP Connection Connection - - ;
65535 Sener/View Manager{Server/View Manager] \With a Registry entry this can
be fixed to a defined set of
ports, but by default its a
random TCP high port
'Tunneled RDP Connection
(RSA RC4 encryption, can be
set High/Medium/Low) - High:
Iwe_[r;crypts both the data sent
m client to sener and the
data sent from sener to client
using a 128 bit key. - Medium:
lencrypts both the data sent
[from client to senver and the
) . . data sent from sener to client
iew/VDM 2. (3389 TP [{leW/VDM Securtty \(Ol‘ﬁv%e,ak/ﬁ\o";r\]{;\" Using a 56 bit key if the client
9 is a Windows 2000 or above
client, or a 40 bit key if the
client is an earlier version. -
Low: encrypts only the data
sent from client to sener,
using either a 56 or 40 bit key,
depending on the client
\ersion. Useful to protect
usernames and passwords
sent from client to sener.
Direct RDP Connection (RSA
RC4 encryption, can be set
High/Medium/Low) - High:
lencrypts both the data sent
[from client to sener and the
data sent from sener to client
using a 128 bit key. - Medium:
lencrypts both the data sent
[from client to sener and the
Client PC/Thin ) data sent from sener to client
lew/VDM 2 (3389 [TCP [ClientView VDM [ 11u2 DSKIOP VM uging 2 56 bit key ifthe client
Client (View gent) is a Windows 2000 or above
client, or a 40 bit key if the
client is an earlier version. -
Low: encrypts only the data
sent from client to sener,
using either a 56 or 40 bit key,
depending on the client
\ersion. Useful to protect
usernames and passwords
sent from client to sener.
iew/VDM 2.x 14001 TP \S/iew/VDM Security \ége:]/:cggﬁn Java Messenger Senice
ener Sener/View Manager (JMS)
g
\View/VDM . . .
iewVDM 2x }4001  [TCP |Connection \S/fr‘\"’ely DM Security E’Ja,\‘/’f"s';"essenger Senice
Sener/View Manager|
) \View/VDM
iew/VDM 2.x [4001  [TCP o VM IConnection
(Vie gent) Sener/View Manager]
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iew/VDM \View/VDM .
iew/VDM 2.x [4100  [TCP |Connection Connection gjh‘fs';’:ﬁ?:frﬁ?’eﬁfa"gﬁcce
Sener/View ManageriSener/View Manager|
) . |View/ VDM
ViewVDM 2.x [8009  [rop (W VDM Secuty foppnecon |Apache Jserv Protocol (AJP)
ener Sener/View M
ener/View Manager|
\View/VV'DM . .
ViewVDM 2.x |8009  [TCP [Connection \S’fr‘\"’ely DM Security A sache Jserv Protocol (AJP)
Sener/View Manager
(Optional) Hewlett-Packard
iew Client/View RGS Sender Application is the
iew/ VDM 2.x {42966  [TCP Client with Offine  |ESXHost sener-side component of the
Desktop HP RGS remote display
protocol
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