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Knowledge
Identify vicfg-firewall commands

Explain the three firewall security levels

Identify ESX firewall architecture with/without vCenter Server
Skills and Abilities

Enable/Disable pre-configured services

o esxcfg —e service
o esxcfg —d service

Configure service behavior automation
Open/Close ports in the firewall

e Allow syslog outgoing traffic:

° esxcfg-firewall -o 514, udp,out, syslog
o (Close a port
. esxcfg-firewall —c 514,udp,out syslog

Create a custom service

Set firewall security level

o View security level

. esxcfg-firewall —q incoming

esxcfg-firewall —q outgoing

Set medium security

esxcfg-firewall —allowQOutgoing —blockincoming

Set low security

. esxcfg-firewall -—alloIncoming —allowOutgoing
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£ RT @PlanetV12n: To Trunk Or
Not To Trunk? (vDestination)
http://bit.ly/bygscT >good read

E New blog post: VCAP-DCA
Update http://bit.ly/b1DSLS

= Just found out lab will goto 4.1
next year. Items like those
discussed in my VMTN posting
not covered on the current

http://bit.ly/bYL2¢c6

£ All VCAP-DCA Study notes now
online at http://bit.ly/9rnpHE

Final PDF version done and will
be posted next week.
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Configuration
Set high security (default) Maximums for
i VMware

o esxcfg-firewall -—blocklncoming —blockOutgoing vSphere is my favorite
VMware document. It

answers many of the "How

many", "How much" type

Setting the level requires a restart of vmware-hostd
questions about VI

capabilities. This is one of

. service mgmt-vmware resetart the documents that will
most often be updated as
new releases of VMware VI
Tools are released so it's a good
ESX Configuration Guide one to keep tabs on.
ESXi Configuration Guide
vSphere Command-Line Interface Installation and Scripting Guide http://www.vmware.com/pdf/vs phere4/r4 1
Product Documentation Powered by
vSphere Client The Printed Owl
vSphere CLI
vicfg-firewall
e Objective 9.3 — Configure vCenter Server Linked Mode
e Objective 9.2 — Plan and Execute Scripted Installations

e Objective 8.2 — Administer vCenter Orchestrator

e VCAP-DCA Brownbag Session #1 M 3

o VCAP-DCA Objective 7.1 : Secure ESX(i) Hosts ThinApp (16)

o VCAP-DCA Objective 9.1 : Install ESX Server with Custom Settings VCAP-DCA (38)
o VCAP-DCA Objective 3.5 — Utilize Advanced vSphere Performance Monitoring Tools VMware (57)

e VCAP-DCA Objective 3.4 — Perform Capacity Planning in a vSphere Environment

o VCAP-DCA Objective 3.3 — Implement and Maintain Complex DRS Solutions
e VCAP-DCA Objective 3.2 — Optimize Virtual Machine Resources

4 VCAP-DCA, VMware, vsphere
Share .
this Print  This entry was posted by Sean Crookston on September 10, 2010 at 7:00 am, and is filed under VCAP-DCA, VMware.
pOStI art/c/e Follow any responses to this post through RSS 2.0. You can leave a response or trackback from your own site.
COMMENTS (0) RELATED POSTS
NO COMMENTS YET.
Submit Comment

Mystique theme by digitalnature | Powered by WordPress

Web2

converted by Web2PDFConvert.com



http://www.vfail.net/2010/10/14/objective-9-3-configure-vcenter-server-linked-mode/
http://www.vfail.net/2010/10/12/objective-9-2-plan-and-execute-scripted-installations/
http://www.vfail.net/2010/10/06/objective-8-2-administer-vcenter-orchestrator/
http://www.vfail.net/2010/09/30/vcap-dca-brownbag-session-1/
http://www.vfail.net/2010/09/27/vcap-dca-objective-7-1-secure-esxi-hosts/
http://www.vfail.net/2010/09/22/vcap-dca-objective-9-1-install-esx-server-with-custom-settings/
http://www.vfail.net/2010/09/12/objective-3-5-utilize-advanced-vsphere-performance-monitoring-tools/
http://www.vfail.net/2010/09/12/objective-3-4-perform-capacity-planning-in-a-vsphere-environment/
http://www.vfail.net/2010/09/12/objective-3-3-implement-and-maintain-complex-drs-solutions/
http://www.vfail.net/2010/09/12/objective-3-2-optimize-virtual-machine-resources/
http://www.vfail.net/tag/vcap-dca/
http://www.vfail.net/tag/vmware/
http://www.vfail.net/tag/vsphere/
http://www.vfail.net/author/sean/
http://www.vfail.net/category/vcap-dca/
http://www.vfail.net/category/vmware/
http://www.vfail.net/2010/09/10/vcap-dca-objective-7-2-configure-and-maintain-esx-firewall/feed/
http://www.vfail.net/2010/09/10/vcap-dca-objective-7-2-configure-and-maintain-esx-firewall/trackback/
http://www.printedowl.com/
http://www.vfail.net/category/srm/
http://www.vfail.net/category/thinapp/
http://www.vfail.net/category/vcap-dca/
http://www.vfail.net/category/vmware/
http://digitalnature.ro
http://wordpress.org/
http://www.vfail.net/feed/
http://validator.w3.org/check?uri=referer
http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF

	VCAP-DCA Objective 7.2 : Configure and Maintain ESX Firewall
	Knowledge
	Skills and Abilities
	MY LATEST TWEETS
	Tools

	CATEGORIES
	NO COMMENTS YET.



