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Yesterday I spent most of the time in my office just to figure out another vSphere features called “vShield Zones”.
Though the test was running smoothly, the installation & configuration of vShield is not so easy & straight forward
as other features that I shared before. There was quoted also in vShield documentation that “vShield Zones
installation is a multi step process”. To successfully install all vShield components, we have to do it in correct
sequence.

What is vShield and how vShield could help us to protect our datacenter?

vShield Zones is an application aware firewall built for VMware vCenter™ Server integration. vShield Zones is a
critical security component for protecting virtualized datacenters from attacks and misuse helping you achieve
your compliance mandated goals.

Notes: Even until now I still cant list out in details the advantages of vShield except this :

You can gain control incoming & outgoing traffic of your virtual environment
You can monitor open & listening port & services each of your virtual machines

vShield Zones Components

The following components comprise the vShield Zones solution:

vShield Manager: The vShield Zones management center that manages all of the distributed vShield
instances. Provides for monitoring, configuration, and software updating of your vShields.

vShield: The active security component of vShield Zones that inspects traffic flow and provides
firewall protection. You install a vShield on each ESX host you want to protect. A vShield installs
within the traffic path to monitor all traffic into and out of an ESX host, as well as between virtual
machines on the host.

Requirements

You can get the full lists of vShield requirements from “vShield Quick Start” documentation but below is my
short list :

vSphere 4.0 environment

Static IP (One for vShield Manager & each for vShield) – You could have multiple vShield for each
vSwitch but not vShield Manager

At least one vmnic attached per vSwitch

vShield Manager & vShield .ovf (appliance)

Installation & Setup

Based on my previous testing, the installation & configuration process can be divided into sequence as
below :

Pre-requisite

vShield Manager Deployment

vShield Deployment

vShield Manager Configuration UI

vShield Configuration

   

VMWARE

SEARCH

 Go

CALENDAR

August 2010

M T W T F S S

« Jul   

 1

2 3 4 5 6 7 8

9 10 11 12 13 14 15

16 17 18 19 20 21 22

23 24 25 26 27 28 29

30 31  

CATEGORIES

FAQ

Linux How to

News

Nox

Personal

VMware

vSphere

ARCHIVES

August 2010

July 2010

June 2010

May 2010

April 2010

March 2010

February 2010

January 2010

December 2009

November 2009

converted by Web2PDFConvert.com

http://www.nuffnang.com.my
http://www.no-x.org/?page_id=2
http://www.no-x.org/?page_id=17
http://www.no-x.org/?page_id=18
http://www.no-x.org/?page_id=132
http://www.no-x.org/?page_id=6
http://www.no-x.org/?page_id=30
http://www.no-x.org/?page_id=147
http://www.no-x.org
http://www.no-x.org/?p=309
http://www.no-x.org/?cat=8
http://www.no-x.org/wordpress/wp-content/uploads/vsmgr-web-9.PNG
http://www.no-x.org/wordpress/wp-content/uploads/vsmgr-web-9.PNG
http://www.no-x.org/?feed=rss2
http://communities.vmware.com/people/athlon_crazy?view=profile
http://www.webworth.info/www.no-x.org
http://www.nuffnang.com.my
http://www.no-x.org/?m=201007
http://www.no-x.org/?m=20100804
http://www.no-x.org/?m=20100806
http://www.no-x.org/?m=20100807
http://www.no-x.org/?cat=3
http://www.no-x.org/?cat=2
http://www.no-x.org/?cat=4
http://www.no-x.org/?cat=1
http://www.no-x.org/?cat=6
http://www.no-x.org/?cat=7
http://www.no-x.org/?cat=8
http://www.no-x.org/?m=201008
http://www.no-x.org/?m=201007
http://www.no-x.org/?m=201006
http://www.no-x.org/?m=201005
http://www.no-x.org/?m=201004
http://www.no-x.org/?m=201003
http://www.no-x.org/?m=201002
http://www.no-x.org/?m=201001
http://www.no-x.org/?m=200912
http://www.no-x.org/?m=200911
http://www.no-x.org/?m=200910
http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF


vShield Configuration

Virtual Machine Discovery

Pre-Requisite:

Create a port group named “vsmgmt” for the vShield Manager on the ESX host where the vShield Manager
installed. Each installed vShield recognizes this port group name, which prevents the vShield from moving
the vShield Manager virtual machine during vShield installation.

vShield Manager Deployment

First, we have to extract vShield Manager & vShield folder to your client from vShield installer as below :

 

Deploy vShield Manager appliance (.ovf) to your hosts buy login to vCenter → File → Deploy OVF Template.
Browse your vShield Manager .ovf image from your client. Don’t forget to choose “port group” which you
are going to protect and as for this tutorial I’m going to protect my “Testing” port group.

  

Once you finished importing vShield Manager appliance to your host, make sure your network adapter
pointing to “vsmgmt” network and then power-on.

Open your console and login to your vShield Manager with username “admin” & password “default” and
configure your vShield Manager network with by running “setup” command.

Once everything configured, test your appliance network with “ping” command to your gateway & other
machine available on your network.

 

vShield Deployment

Deploy vShield .ovf template to your host with same steps as vShield Manager above. Remember, first
imported vShield image to your host can become the only one or template for the next vShield deployment
for other ESX hosts. This can be done via vShield Manager web access.

Note: Do not power on your vShield appliance until we finished with vShield Manager configuration.

  

vShield Manager Configuration UI

Now this is the time we configure vShield Manager via web access. Just open Internet Browser, then
pointing the url to your vShield Manager appliance IP Address “https://192.168.1.70”. When come to vShield
Manager Login page, please use your vShield Manager username=admin and password=default.

Next, we have to configure vShield Manager setting for vCenter under “Configuration”, give your vCenter IP
Address, username & password then click “Commit”. I think this is mandatory configuration we have to set
before vShield Manager can synchronize with vCenter and list out all virtual machines in vSphere inventory.
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If you click your ESX host, you should have at least one vShield appliance as shown in the picture below.
Remember, we have to configure at least one vShield VM before it can track all incoming and outgoing
traffic within our virtual environment.

vShield Configuration

Now, we going to configure our first vShield appliance. Go to ESX host → Install vShield → Configure install
parameters

You can choose your vShield from available one or clone it from template if any.

Under vSwitch to protect, choose the one which your port group sitting with. Since my “vsmgmt &
Testing” port group under vSwitch1, I have to choose this one as my protected vSwitch. Once finished,
click button “continue”.

Review your vSwitch diagram before and after vShield installation then click “install”. Few things you will
notice after you installed vShield :

New vSwitch will be created as vSwitch1_VS

Port group (Testing) will be moved to vSwitch_VS

All vmnic will be remained in original vSwitch1

vShield Manager will stay in management vSwitch (vSwitch0)

vShield VM will automatically power-on

  

Now, we already finished with mandatory vShield components installation and configuration. There are few
others additional configuration could be done as below which will be discussed later.

Virtual Machine Discovery (Discover your virtual machine open, listening ports & services)

vsphere plug-in (plug-in for vSphere client)

Custom VM Wall (Firewall)

This is what you will get when you configured correctly your VM Discovery. vShield can provide you with
some useful information such as virtual machine ip address, OS, protocol, listening port, services & etc.

This is how I’m blocking incoming RDP connection for one of my win2k3 virtual machines
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UPDATE 1

For vNetwork Distributed Switch environments, you must install a vShield manually. Manual vShield
installation requires the creation of a second vNetwork Distributed Switch and two distributed virtual port
(dvPort) groups. Once you create these items, you install the vShield and move the virtual machines to the
second vNetwork Distributed Switch for protection. (reference : vsz 1.0 administration guide.pdf-pg32)

UPDATE 2
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Layer 4 rules govern TCP and UDP transport of Layer 7, or application specific, traffic. Layer 2/Layer 3
rules monitor traffic from ICMP, ARP, and other Layer 2 and Layer 3 protocols. You can configure Layer
2/Layer 3 rules at the datacenter level only. By default, all Layer4 and Layer 2/Layer 3 traffic is allowed to
pass. (reference : vsz 1.0 administration guide.pdf-pg41)
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