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VMware Update Manager network port requirements

Details

Update Manager is installed as part of the installation process for VirtualCenter. If you have an established VMware Infrastructure
environment, you can use the same installer to add Update Manager functionality.

You can install Update Manager on the same computer as VirtualCenter or on a different computer.

Yodrdedr

(13 Ratings)

4 Bookmark Document
Email Document

(=4 Print Docurrent
Before you install Update Manager, gather the networking information (including the IP address and port number) about .
VirtualCenter that Update Manager will work with. In most cases, the Web senice portis used. The default for the Web senvice Subscribe to Document
portis 443. 0 sHAre EEE .,
After the installation: T
e The Update Manager Web senver listens on 9084 TCP if the default is not changed during the installation.
e The Update Manager SOAP senwer listens on 8084 TCP if the default is not changed during the installation. -

Both are accessed through a reverse proxy that listens on the standard ports 80 and 443, but there is a slight difference
depending on the installation:

. \When Update Manager and VirtualCenter are installed on the same machine:

e Al incoming connections to Update Manager are accessed through a reverse proxy provided by VirtualCenter.
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e ESXhosts connect to port 80, and VirtualCenter forwards the request to the Update Manager Web server listening Products:
on 9084 for host patch downloads. VWware ESX
o \irtualCenter directly connects to Update Manager on 8084 because they are on the same machine. WWvare ESX
VMware VirtualCenter
VMware vCenter
o When Update Manager and VirtualCenter are installed on two different machines: Update Manager
. Update Manager has a reverse proxy listening on ports 80 and 443 if the default is not changed during the Product Versions:
installation. VMware ESX3.5.x
VMware ESX4.0.x
. VirtualCenter connects to Update Manager through port 443. The reverse proxy forwards the request to 8084. VWivare ESXi 3.5.x
. ESXhost connects to Update Manager through port 80. The reverse proxy forwards the request to 9084. Embedded
VMware ESX 3.5.x
To obtain metadata, Update Manager must be able to connect to http://iwww.vmware.com/ and www.shavik.com, and requires Installable
outbound ports 80 and 443. VWware VirtualCenter
25x

For binary data, the outbound ports are 80 and 443.
For ESXhost scanning and remediation, Update Manager requires that port 80 be open on the ESX host.

If the default ports 80 and 443 are already in use by another application, the alternate port numbers used by Update Manager
should be within the range 9000-9100. Update Manager automatically opens these ports for ESXhost scanning and
remediation.

Request a Product Feature

To request a new product feature or to provide feedback on a VMware product, please visit the Request a Product Feature page.
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Did this article help you?

(O This article resolved mry issue.

(O This article did not resolve my issue.

(O This article helped but additional information was required to resolve ny issue.
What can we do to improve this information? (4000 or fewer characters)
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