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This article provides information about configuring IPv6 with ESXand ESX 4.1.
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In vVSphere 4.1, IP\6 is disabled by default for the COS, the VMkemel, and ESX.

You can enable IPv6 for the COS and VMkemel from the command line and from Networking Properties. I

To enable IPv6 from the command line:

1. Run the commands: KB Article: 1021769

#esxcfg-vswif -6 true Updated: Jul 12,2010
fesxcfg-vmknic -6 true

Products:
2. Reboot. VMware ESX
) ) VMware ESX
To enable IPv6 from Networking Properties: Product Versions:
VMware ESX4.1.
1. In vCenter Sener, select the host, click Configuration > Networking > Properties. \/M/v:;Z ESX 4.1§
2. Select Enable IPv6 support on this host system. Embedded
3. Click OK. VMware ESXi 4.1.x
Installable
IPsec

Intemet Protocol Security (IPsec) is used for secure communication and is included in the TCP/IP protocol stack. Secure
communication between two partners is based on cryptographic algorithms with Public or Pre-Shared keys. To establish a
secure communication, keys must be exchanged Manually or Automatically:

e Manual Key Exchange (Pre-Shared) — Keys are exchanged through a different communication channel
* Automated Key Exchange — Public keys are exchanged during initialization sequence using the same channel

Notes:
o ESXsupports IPw with Intemet Key Exchange Version 2 (IKEV2). However, IPv6 does not support IKEV2. IPV6 only
supports manual keying.
o |IPV6 in ESXsupports IPsec with manual keying.
Anew set of commands (esxcfg-ipsec and vicfg-ipsec) proMdes an interface to configure IPsec properties:

e The command # esxcfg-ipsec -h gives further information
e To add a Security Association (SA), run the command:

# esxcfg-ipsec --add-sa --sa-src x:x:x:: —--sa-dst x:x:x:: --sa-mode transport --
ealgo null --spi 0x200 --ialgo hmac-shal --ikey key saname

e To add a Security Palicy (SP), run the command:
# esxcfg-ipsec --add-sp --sp-src x:x::/x --sp-dst x:x::/x --src-port 100 --dst-
port 200 --ulproto tcp --dir out --action ipsec --sp-mode transport --sa-name
saname spname

e To add a generic SP with default options, run the command:

# esxcfg-ipsec --add-sp --sp-src any -sp-dst any --src-port any --dst-port any --
ulproto any --dir out --action ipsec --sp-mode transport --sa-name saname spname

e To add a SP (such as a firewall rule), run the command:

#esxcfg-ipsec --add-sp --sp-src x:x::/x --sp-dst x:x::/x --src-port 100 --dst-port
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200 --ulproto tcp --dir out --action discard spname

To delete an SA, run the command:

esxcfg-ipsec --remove-sa saname

To delete a SP, run the command:
esxcfg-ipsec --remove-sp spname

To flush all SPs, run the command:

esxcfg-ipsec --flush-sp

Note: IPsec cannot be configured through vSphere Client.

Request a Product Feature

To request a new product feature or to provide feedback on a VMware product, please visit the Request a Product Feature page.
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Did this article help you?

(O This article resolved my issue.

(O This article did not resolve my issue.

(O This article helped but additional information was required to resolve ny issue.
What can we do to improve this information? (4000 or fewer characters)

Email address (optional)

Permalink to: Configuring IPv6 with ESXand ESX 4.1

Readourblog  {## Watch KBTV & Followus

Download Products Purchase Support Connect with Experts Find Answers

Visit Dow nload Center Review VMware Support Options Visit Conmrunity Forums Visit Product Support Centers
Dow nload SDKs &AFs Request Renew al/Upgrade Quote Join VMware User Groups Read Product Docunentation
Dow nload Patches Contact VMw are Sales Visit VMw orld Search the Know ledge Base
Sign Up for Patch Alerts Locate a VMware Reseller Brow se Training Login to Your Account

Read Dow nloads Help Guide View Support Folicies Register for Support Days Find Support Help Docurrents

Copyright © 2010 VMware, Inc. All rights reserved. ContactUs | Legal | Ftivacy | Accessibility | Siteindex | Help | Feedback [ rss feed

Web2!

converted by Web2PDFConvert.com



http://www.vmware.com/contact/contactus.html?department=prod_request
javascript:void( rate(1,this) )
javascript:void( rate(2,this) )
javascript:void( rate(3,this) )
javascript:void( rate(4,this) )
javascript:void( rate(5,this) )
http://kb.vmware.com/kb/1021769
http://blogs.vmware.com/kb/
http://blogs.vmware.com/kbtv/
http://www.twitter.com/vmwarekb
http://www.vmware.com/download/
http://communities.vmware.com/community/developer/
http://www.vmware.com/mysupport/download
http://www.vmware.com/mysupport/subscription/
http://kb.vmware.com/kb/1012245
http://www.vmware.com/support/services/
http://www.vmware.com/go/renew
http://www.vmware.com/contact/contact_sales.html
http://www.vmware.com/partner-locator/
http://www.vmware.com/support/policies/
http://communities.vmware.com
http://www.vmware.com/company/events/usergroups_events.html
http://www.vmworld.com/
http://www.vmware.com/services/education-r.html
http://www.vmware.com/support/customer_days.html
http://www.vmware.com/support/product-support/
http://www.vmware.com/r/documentation.html
http://kb.vmware.com
http://www.vmware.com/accounts/
http://www.vmware.com/support/policies/howto_policies.html
http://vmware.simplefeed.net/subscription
http://www.vmware.com/company/contact.html
http://www.vmware.com/help/legal.html
http://www.vmware.com/help/privacy.html
http://www.vmware.com/help/accessibility.html
http://www.vmware.com/site_index.html
http://www.vmware.com/help/
javascript:O_LC();
http://www.web2pdfconvert.com?ref=PDF
http://www.web2pdfconvert.com?ref=PDF

