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About This Book

The VMuware vCenter Update Mam%er Installation and Administration Guide provides information on how to
install, configure and use VMware ~ vCenter Update Manager to scan and remediate the objects in your vSphere
environment. In addition this book includes information on the most common user goals.

For scanning and remediation Update Manager works with the following ESX/ESXi versions.

B Forvirtual machine patching operations, Update Manager works with ESX 3.5 and later and ESX 3i version
3.5 and later.

B  For VMware Tools and virtual machine hardware upgrade operations, Update Manager works with ESX/
ESXi version 4.0 and later.

B For ESX/ESXi host patching operations, Update Manager works with ESX 3.0.3 and later, ESX 3i version
3.5 and later.

B For ESX/ESXi host upgrade operations, Update Manager works with ESX 3.0.0 and later, ESX 3i version
3.5 and later.

Intended Audience

This book is intended for anyone who wants to install, upgrade, or use Update Manager. This book is written
for experienced Windows or Linux system administrators who are familiar with virtual machine technology
and datacenter operations.

VMware Technical Publications Glossary

VMware Technical Publications provides a glossary of terms that might be unfamiliar to you. For definitions
of terms as they are used in VMware technical documentation, go to:
http://www.vmware.com/support/pubs.

Document Feedback

VMware welcomes your suggestions for improving our documentation. If you have comments, send your
feedback to docfeedback@vmware.com.

VMware, Inc. 9
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Technical Support and Education Resources

10

The following technical support resources are available to you. To access the current version of this book and
other books, go to http://www.vmware.com/support/pubs.

Online and Telephone
Support

Support Offerings

VMware Professional
Services

To use online support to submit technical support requests, view your product
and contract information, and register your products, go to
http://www.vmware.com/support.

Customers with appropriate support contracts should use telephone support
for the fastest response on priority 1 issues. Go to
http://www.vmware.com/support/phone_support.html.

To find out how VMware support offerings can help meet your business needs,
go to http://www.vmware.com/support/services.

VMware Education Services courses offer extensive hands-on labs, case study
examples, and course materials designed to be used as on-the-job reference
tools. Courses are available onsite, in the classroom, and live online. For onsite
pilot programs and implementation best practices, VMware Consulting
Services provides offerings to help you assess, plan, build, and manage your
virtual environment. To access information about education classes,
certification programs, and consulting services, go to
http://www.vmware.com/services.
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Understanding Update Manager

vCenter Update Manager enables centralized, automated patch and version management for VMware vSphere
and offers support for VMware ESX/ESXi hosts, virtual machines, and virtual appliances.

Updates that you specify can be applied to operating systems, as well as to applications on ESX/ESXi hosts,
virtual machines, and virtual appliances that you scan. With Update Manager, you can perform the following
tasks:

B Scan for compliance and apply updates for guests, appliances, and hosts.
B Directly upgrade hosts, virtual machine hardware, VMware Tools, and virtual appliances.
B [Install and update third-party software on hosts.

Update Manager requires network connectivity with VMware vCenter Server. Each installation of

Update Manager must be associated (registered) with a single vCenter Server instance. The Update Manager
module consists of a plug-in that runs on the vSphere Client, and of a server component, which you can install
on the same computer as the vCenter Server system or on a different computer.

If your vCenter Server system is part of a connected group in vCenter Linked Mode, and you want to use
Update Manager for each vCenter Server system, you must install and register Update Manager instances with
each vCenter Server system. You can use an Update Manager instance only with the vCenter Server system
with which it is registered.

To install Update Manager, you must have Windows administrator credentials for the computer on which you
install Update Manager.

With Update Manager, you can scan and remediate (update) ESX/ESXi hosts. You can also scan and remediate
virtual machines and templates. Update Manager can scan and remediate virtual appliances that are created
with VMware Studio 2.0 and later. If the remediation fails, you can revert virtual machines back to their prior
condition without losing data.

You can deploy Update Manager in a secured network without Internet access. In such a case, you can use the
VMware vCenter Update Manager Download Service (UMDS) to download patch metadata and patch
binaries.

This chapter includes the following topics:

B “Security Best Practices,” on page 12

B “Update Manager Client Overview,” on page 12

B “About the Update Manager Process,” on page 13
B “Using Baselines and Baseline Groups,” on page 19

B “Update Manager Settings,” on page 22

VMware, Inc. 11
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Security Best Practices

Keeping the patch versions up to date for operating systems and applications helps reduce the number of
vulnerabilities in an environment and the range of issues requiring solutions.

All systems require ongoing patching and reconfiguration, or other solutions. Reducing the diversity of
systems in an environment and keeping them in compliance are considered security best practices.

Advantages of Compliance

Many virus attacks take advantage of existing, well-known issues. Update Manager allows you to update
virtual machines, appliances, and ESX/ESXi hosts to make your environment more secure.

For example, the Nimda computer worm used vulnerabilities that were identified months before the actual
spread of the worm. A patch existed at the time of the outbreak, and systems to which the patch was applied
were not affected. Update Manager provides a way to help ensure that the required patches are applied to the
systems in your environment.

To make your environment more secure do the following:
B Be aware of where vulnerabilities exist in your environment.
®  Efficiently bring vulnerable machines into compliance with the patching standards.

In a typical large environment, many different machines run various operating systems. Adding virtual
machines to an environment increases this diversity. Update Manager automates the process of determining
the state of your environment and updates your VMware virtual machines, appliances, and ESX/ESXi hosts.

Compliance and Security Best Practices

The goal of compliance is to increase the security of your deployment system.

To achieve the goal of compliance, and increase security and stability, regularly evaluate the following:
B Operating systems and applications permitted in your environment

B Patches required for operating systems and applications

It is also important to determine who is responsible for making these evaluations, when these evaluations are
to be made, and the tactics that you want to use to implement the plan.

Update Manager Client Overview

12

The Update Manager Client has two main views, Administration view and Compliance view.

To access the Administration view, you can use the Update Manager icon under Solutions and Applications
in the vSphere Client Home page or click Admin view from the Update Manager tab. In the Update Manager
Client Administration view, you can do the following tasks:

B Configure the Update Manager settings

B Create and manage baselines and baseline groups

B View Update Manager events

B Review the patch repository

B Add or remove patches or extensions from a baseline
B Review and check notifications

B Import host upgrade releases

VMware, Inc.
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To view Compliance view information for a selected inventory object, click the Update Manager tab in the
Hosts and Clusters or VMs and Templates inventory view of the vSphere Client. In the Update Manager Client
Compliance view, you can do the following tasks:

B View compliance and scan results for each selected inventory object

B Attach and detach baselines and baseline groups from a selected inventory object
B Scan a selected inventory object

B Stage patches or extensions to hosts

B Remediate a selected inventory object

If your vCenter Server system is part of a connected group in vCenter Linked Mode, and you have installed
and registered more than one Update Manager instance, you can configure the settings for each

Update Manager instance. Configuration properties that you modify are applied only to the Update Manager
instance that you specify and are not propagated to the other instances in the group. You can specify an
Update Manager instance by selecting the name of the vCenter Server system with which the Update Manager
instance is registered from the navigation bar.

For a vCenter Server system that is a part of a connected group in vCenter Linked Mode, you can also manage
baselines and baseline groups as well as scan and remediate only the inventory objects managed by the
vCenter Server system with which Update Manager is registered.

About the Update Manager Process

Upgrading and applying patches and extensions with Update Manager is a multistage process in which
procedures must be performed in a particular order. Following the suggested process helps ensure a smooth
update with a minimum of system downtime.

The Update Manager process begins by downloading information (metadata) about a set of patches and
extensions. One or more of these patches or extensions are aggregated to form a baseline. You can add multiple
baselines to a baseline group. A baseline group is a composite object that consists of a set of nonconflicting
baselines. You can use baseline groups to combine different types of baselines, and scan and remediate an
inventory object against all of them as a whole. If a baseline group contains both upgrade and patch or extension
baselines, the upgrade runs first.

A collection of virtual machines, virtual appliances, and ESX/ESXi hosts or individual inventory objects can

be scanned for compliance with a baseline or a baseline group and later remediated. You can initiate these

processes manually or through scheduled tasks.

B Configuring the Update Manager Patch Download Source on page 14
You can configure the Update Manager server to download patches and extensions either from the
Internet or from a shared repository of UMDS data. You can also import patches and extensions manually
from a ZIP file.

B Downloading Patches, Extensions, Notifications, and Related Metadata on page 15
Downloading patches, extensions, and related metadata is an automatic process that can also be
modified. By default, at regular configurable intervals, Update Manager contacts Shavlik, VMware, or
third-party sources to gather the latest information (metadata) about available patches or extensions.

B Importing Host Upgrade Release Files on page 16

You can upgrade the hosts in your environment by using host upgrade baselines. To create a host upgrade
baseline, you must first upload host upgrade files to the Update Manager repository.

VMware, Inc. 13
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B (Creating Baselines and Baseline Groups on page 16

Baselines contain a collection of one or more patches, extensions, service packs, bug fixes, or upgrades,
and can be classified as upgrade, extension, or patch baselines. Baseline groups are assembled from
existing baselines. Baseline groups might contain a number of patch or extension baselines, and only one
upgrade baseline per upgrade type (like VMware Tools, virtual machine hardware, virtual appliance, or
host).

B Attaching Baselines and Baseline Groups to vSphere Objects on page 16
To use baselines and baseline groups, you must attach them to selected inventory objects such as
container objects, virtual machines, virtual appliances, or hosts.

B Scanning Selected vSphere Objects on page 16

Scanning is the process in which attributes of a set of hosts, virtual machines, or virtual appliances are
evaluated against all patches, extensions, and upgrades in the attached baselines or baseline groups,
depending on the type of scan you select.

B Reviewing Scan Results on page 18

You can review compliance by examining results for a virtual machine, virtual appliance, template, ESX/
ESXi host, or a group of virtual machines and appliances or a group of hosts. Update Manager scans
objects to determine how they comply with baselines and baseline groups that you attach.

B Staging Patches and Extensions to Hosts on page 18

If you want to apply patches or extensions to the hosts in your environment, you can stage the patches
and extensions before remediation to ensure that the patches and extensions are downloaded to the host.
Staging patches and extensions is an optional step.

B Remediating Selected vSphere Objects on page 18

Remedjiation is the process in which Update Manager applies patches, extensions, and upgrades to ESX/
ESXi hosts, virtual machines, or virtual appliances after a scan is complete. Remediation helps ensure
that machines and appliances are secured against known potential attacks and have greater reliability
resulting from the latest fixes.

Configuring the Update Manager Patch Download Source

You can configure the Update Manager server to download patches and extensions either from the Internet or
from a shared repository of UMDS data. You can also import patches and extensions manually from a ZIP file.

Configuring the Update Manager patch download source is an optional step.

If your deployment system is connected to the Internet, you can use the default settings and links for
downloading patches and extensions to the Update Manager patch repository. You can also add URL addresses
to download third-party patches and extensions that are applicable only to ESX/ESXi 4.0.x and ESX/ESXi 4.1
hosts.

If your deployment system is not connected to the Internet, you can use a shared repository after downloading
the patches and extensions by using the UMDS. For more information, see Chapter 10, “Installing, Setting Up,
and Using Update Manager Download Service,” on page 57.

With Update Manager 4.1, you can import both VMware and third-party patches or extensions manually from
a ZIP file, also called an offline bundle. You download these patches or extensions from the Internet or copy
them from a media drive, and save them as offline bundle ZIP files on a local or a shared network drive. You
can import the patches or extensions to the Update Manager patch repository later.

For detailed descriptions of the procedures, see “Configuring Update Manager Patch Download Sources,” on
page 67.

VMware, Inc.



Chapter 1 Understanding Update Manager

Downloading Patches, Extensions, Notifications, and Related Metadata

Downloading patches, extensions, and related metadata is an automatic process that can also be modified. By
default, at regular configurable intervals, Update Manager contacts Shavlik, VMware, or third-party sources
to gather the latest information (metadata) about available patches or extensions.

VMware provides information about patches for ESX/ESXi hosts, and Shavlik provides information for all
major applications and operating systems.

Update Manager downloads the following types of information:

B Information about all virtual machines patches regardless of whether the application or operating system
to which the patch applies is currently in use in your environment.

®  Information about all ESX/ESXi 4.0.x and ESX/ESXi 4.1 patches regardless of whether you have hosts of
such versions in your environment.

B Patches for ESX/ESXi 3.5 and ESX 3.0.3 hosts, which are downloaded after you add an ESX 3.5, ESXi 3.5,
or ESX 3.0.3 host to your environment.

B Information about ESX/ESXi4.0.x and ESX/ESXi 4.1 patches as well as extensions from third-party vendor
URL addresses.

®  Notifications, alerts and patch recalls about ESX/ESXi 4.0.x and ESX/ESXi 4.1 hosts.

Downloading information about all patches or extensions is a relatively low-cost operation in terms of disk
space and network bandwidth. Doing so provides the flexibility to add scanning and remediation of those
hosts, applications, or operating systems at any time.

In addition to downloading patches, extensions, and related metadata, Update Manager 4.1 supports the recall
of patches for ESX/ESXi 4.0.x and ESX/ESXi 4.1 hosts. A patch is recalled if the released patch has problems or
potential issues. After you scan the hosts in your environment, Update Manager alerts you if the recalled patch
has been installed on a certain host. Recalled patches cannot be installed on hosts with Update Manager.
Update Manager also deletes all the recalled patches from the Update Manager patch repository. After a patch
fixing the problem is released, Update Manager downloads the new patch in its patch repository. If you have
already installed the problematic patch, Update Manager notifies you that a fix was released and prompts you
to apply the new patch.

When you remediate a virtual machine for the first time, Update Manager has the following behavior:
1  Update Manager downloads the applicable patches to the patch repository.
2 Update Manager applies the patches.

3 The downloaded patches are kept in the patch download repository, so that when other machines are
remediated, the patch resource is already present in the Update Manager patch repository.

If Update Manager cannot download patches or extensions—for example, if it is deployed on an internal
network segment that does not have Internet access—you can use VMware vCenter Update Manager
Download Service to download and store patches and extensions on the machine on which it is installed so
that the Update Manager server can use the patches and extensions later.

You can configure Update Manager to use an Internet proxy to download patches, extensions, and related
metadata.

You can change the time interval at which Update Manager downloads patches, extensions, and metadata, or
downloads binaries and metadata. You can also change the time interval at which Update Manager checks for
notifications. For detailed descriptions of the procedures, see “Configure Checking for Patches,” on page 72
and “Configure Notifications Checks,” on page 74.

VMware, Inc. 15
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Importing Host Upgrade Release Files

You can upgrade the hosts in your environment by using host upgrade baselines. To create a host upgrade
baseline, you must first upload host upgrade files to the Update Manager repository.

Before uploading host upgrade files, obtain the upgrade files from the ESX/ESXi distribution at
http://vmware.com/download/ or http://vmware.com/download/vi/.

Each upgrade file that you upload contains information about the target version to which it will upgrade the
host. Update Manager checks for these target versions and combines the uploaded files into host upgrade
releases on the basis of the version to which they will upgrade the hosts in your environment. A host upgrade
release is a combination of host upgrade files, which allows you to upgrade hosts to a particular release.

You can upload upgrade files and manage them from the Host Upgrade Releases tab of the Update Manager
Administration view.

Upgrade files that you upload can be later included in host upgrade baselines. You cannot delete an upgrade
release if it is included in a baseline. When you delete a host upgrade baseline you do not delete the upgrade
releases included in it. Host upgrade release files that you import are kept in the Update Manager repository.

For more information about importing host upgrade release files and creating host upgrade baselines, see
“Create a Host Upgrade Baseline,” on page 90.

Creating Baselines and Baseline Groups

Baselines contain a collection of one or more patches, extensions, service packs, bug fixes, or upgrades, and
can be classified as upgrade, extension, or patch baselines. Baseline groups are assembled from existing
baselines. Baseline groups might contain a number of patch or extension baselines, and only one upgrade
baseline per upgrade type (like VMware Tools, virtual machine hardware, virtual appliance, or host).

When you scan hosts, virtual machines, and virtual appliances, you evaluate them against baselines and
baseline groups to determine their level of compliance.

Update Manager includes four default patch baselines and four upgrade baselines. You cannot edit or delete
the default baselines. You can use the default baselines, or create patch, extension, and upgrade baselines that
meet the criteria you want. Baselines you create, as well as default baselines, can be combined in baseline
groups. For more information about baselines and baseline groups, see “Using Baselines and Baseline Groups,”
on page 19 and Chapter 12, “Working with Baselines and Baseline Groups,” on page 83.

Attaching Baselines and Baseline Groups to vSphere Objects

To use baselines and baseline groups, you must attach them to selected inventory objects such as container
objects, virtual machines, virtual appliances, or hosts.

Although you can attach baselines and baseline groups to individual objects, it is more efficient to attach them
to container objects, such as folders, vApps, clusters, and datacenters. Attaching a baseline to a container object
transitively attaches the baseline to all objects in the container.

For a detailed description of the procedure, see “Attach Baselines and Baseline Groups to Objects,” on
page 98.

Scanning Selected vSphere Objects

Scanning is the process in which attributes of a set of hosts, virtual machines, or virtual appliances are evaluated
against all patches, extensions, and upgrades in the attached baselines or baseline groups, depending on the
type of scan you select.

You can scan a host installation to determine whether the latest patches or extensions are applied, or you can
scan a virtual machine to determine whether the latest patches are applied to its operating system.

VMware, Inc.
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Chapter 1 Understanding Update Manager

Scans for patches are operating-system specific. For example, when Update Manager scans Windows virtual
machines to ensure that they have a particular set of patches, Update Manager does not scan the same machines
to determine whether Linux patches are installed.

In the virtual infrastructure, all objects except resource pools can be scanned.

Update Manager supports the following types of scan:

Patch scan You can perform patch scans on ESX 3.0.3 and later, ESX 3i version 3.5 and
later, as well as virtual machines running Windows or Linux. You can perform
patch scan on online as well as offline Microsoft Windows virtual machines
and templates. Patch scans can be performed only on online Red Hat Linux
virtual machines.

Host extensions scan You can scan ESX 4.0 and later and ESXi 4.0 and later for extensions (additional
software).
Host upgrade scan You can scan ESX 3.0.0 and later and ESX 3i version 3.5 and later for upgrading

to ESX/ESXi 4.0.x and ESX/ESXi 4.1.

VMware Tools scan You can scan virtual machines running Windows or Linux for the latest
VMware Tools version. You can perform VMware Tools scans on online as well
as offline virtual machines and templates. You should power on the virtual
machine at least once before performing a VMware Tools scan.

Virtual machine You can scan virtual machines running Windows or Linux for the latest virtual
hardware upgrade scan hardware supported on the host. You can perform hardware-upgrade scans on
online as well as offline virtual machines and templates.

Virtual appliance You can scan powered-on virtual appliances, that are created with VMware
upgrade scan Studio 2.0 and later.

You can use VMware Studio 2.0 and later to automate the creation of ready-to-deploy vApps with pre-
populated application software and operating systems. VMware Studio adds a network agent to the guest so
that vApps bootstrap with minimal effort. Configuration parameters specified for vApps appear as OVF
properties in the vCenter Server deployment wizard. For more information about VMware Studio, see the
VMware SDK and API documentation for VMware Studio. For more information about vApp, you can also
check the VMware blog site. You can download VMware Studio from the VMware Web site.

ImporTANT Update Manager does not scan PXE booted ESXi hosts. A PXE booted installation of ESXi is
completely stateless (it does not rely on the presence of a local disk). Therefore, the installation and post-install
configuration are not persistent across reboot.

You can initiate scans on container objects, such as datacenters, clusters, vApps, or folders, to scan all the ESX/
ESXi hosts or virtual machines and appliances contained in the container object.

You can configure Update Manager to scan virtual machines, virtual appliances, and ESX/ESXi hosts against
baselines and baseline groups by manually initiating or scheduling scans to generate compliance information.
You should schedule scan tasks at a datacenter or vCenter Server system level to make sure that scans are up
to date.

For manual and scheduled scanning procedures, see Chapter 13, “Scanning vSphere Objects and Viewing Scan
Results,” on page 101.
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Reviewing Scan Results

You can review compliance by examining results for a virtual machine, virtual appliance, template, ESX/ESXi
host, or a group of virtual machines and appliances or a group of hosts. Update Manager scans objects to
determine how they comply with baselines and baseline groups that you attach.

When you select a container object, you view the overall compliance status of the attached baselines, as well
as all the individual compliance statuses. If you select an individual baseline attached to the container object,
you see the compliance status of the baseline.

If you select an individual virtual machine, appliance, or host, you see the overall compliance status of the
selected object against all attached baselines and the number of updates. If you further select an individual
baseline attached to this object, you see the number of updates grouped by the compliance status for that
baseline.

The compliance information is displayed on the Update Manager tab. For more information about viewing
compliance information, see “Viewing Scan Results and Compliance States for vSphere Objects,” on
page 103.

Staging Patches and Extensions to Hosts

If you want to apply patches or extensions to the hosts in your environment, you can stage the patches and
extensions before remediation to ensure that the patches and extensions are downloaded to the host. Staging
patches and extensions is an optional step.

Staging patches and extensions to ESX/ESXi 4.0.x and ESX/ESXi 4.1 hosts allows you to download the patches
and extensions from the Update Manager server to the ESX/ESXi hosts without applying the patches or
extensions immediately. Staging patches and extensions speeds up the remediation process because the
patches and extensions are already available locally on the hosts.

ImporTANT Update Manager does not stage patches to PXE booted ESXi hosts.

For more information about staging patches, see “Stage Patches and Extensions to ESX/ESXi Hosts,” on
page 116.

Remediating Selected vSphere Objects

Remediation is the process in which Update Manager applies patches, extensions, and upgrades to ESX/ESXi
hosts, virtual machines, or virtual appliances after a scan is complete. Remediation helps ensure that machines
and appliances are secured against known potential attacks and have greater reliability resulting from the
latest fixes.

Remediation also makes upgrade baselines compliant with the selected vSphere objects.

You can remediate machines and appliances in much the same way that you can scan them. As with scanning,
you cannot only remediate a single host, virtual machine, or virtual appliance, but you can also initiate
remediation on a folder, cluster, or datacenter, or on all objects in your virtual infrastructure. As with scanning,
resource pools are the only vSphere object type that can never be remediated.

Update Manager supports remediation for the following inventory objects:

B Powered on, suspended, or powered off virtual machines and templates for VMware Tools and virtual
machine hardware upgrade.

B Powered on, suspended, or powered off Microsoft Windows virtual machines and templates for patch
remediation.
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B Powered on virtual appliances, that are created with VMware Studio 2.0 and later, for virtual appliance
upgrade.

B ESX/ESXi hosts for patch, extension, and upgrade remediation.

ImporTANT Update Manager does not remediate PXE booted ESXi hosts. Update Manager skips PXE booted
ESXi hosts when you remediate hosts in a container object, such as a folder.

After you upload host upgrade release files, upgrades for ESX/ESXi hosts are managed through baselines and
baseline groups. Update Manager lets you upgrade ESX/ESXi 3.x hosts to ESX/ESXi 4.0 and later. In some
upgrade scenarios, in case of failure, you can roll back the upgrades for ESX hosts. Update Manager supports
rollback of ESX hosts when you upgrade hosts from version 3.x to versions 4.0.x and 4.1. For upgrades of ESX
hosts from version 3.x to versions 4.0.x and 4.1, you can also set up custom postupgrade scripts to run after an
upgrade. You use postupgrade scripts to automate the configuration of the ESX hosts after the upgrade, for
example to assign the ports which the host will use. Update Manager supports postupgrade scripts in the Bash
(.sh) and Python (.py) formats.

You can upgrade virtual appliances, VMware Tools, and the virtual hardware of virtual machines to a later
version. Upgrades for virtual machines are managed through the Update Manager default virtual machine
upgrade baselines. Upgrades for virtual appliances can be managed through both the Update Manager default
virtual appliance baselines and custom virtual appliance upgrade baselines that you create.

With Update Manager 4.0 and later, you can perform orchestrated upgrades of hosts and virtual machines.
Orchestrated upgrades allow you to upgrade all hosts in the inventory by using host upgrade baselines. You
can use orchestrated upgrades to upgrade the virtual hardware and VMware Tools of virtual machines in the
inventory at the same time, using baseline groups containing the following baselines:

® VM Hardware Upgrade to Match Host
B VMware Tools Upgrade to Match Host
Orchestrated upgrades can be performed at a cluster, folder or datacenter level.

Typically hosts are put into maintenance mode before remediation if the update requires it. Virtual machines
cannot run when a host is in maintenance mode. To ensure a consistent user experience, vCenter Server
migrates the virtual machines to other hosts within a cluster before the host is put in maintenance mode.
vCenter Server can migrate the virtual machines if the cluster is configured for vMotion and if VMware
Distributed Resource Scheduler (DRS) and VMware Enhanced vMotion Compatibility (EVC) are enabled. EVC
is not a prerequisite for vMotion. EVC guarantees that the CPUs of the hosts are compatible. For other
containers or individual hosts that are not in a cluster, migration with vMotion cannot be performed.

You can remediate the objects in your vSphere inventory by using either manual remediation or scheduled
remediation. For more information about manual and scheduled remediation, see Chapter 14, “Remediating
vSphere Objects,” on page 113.

Using Baselines and Baseline Groups

Baselines contain a collection of one or more updates such as service packs, patches, extensions, upgrades, or
bug fixes. Baseline groups are assembled from existing baselines. When you scan hosts, virtual machines, and
virtual appliances, you evaluate them against baselines to determine their level of compliance.

Administrators can create, edit, delete, attach, or detach baselines and baseline groups. For large organizations
with different groups or divisions, each group can define its own baselines. Administrators can filter the list
of baselines by searching for a particular string or by clicking on the headers for each column to sort by those
attributes.

B Baseline Types on page 20

Update Manager supports different types of baselines that you can use and apply when scanning and
remediating objects in your inventory.
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B Update Manager Default Baselines on page 21
Update Manager includes default baselines that you can use to scan any virtual machine, virtual
appliance, or host to determine whether they have all patches applied for the different categories or are
upgraded to the latest version. The default baselines cannot be modified or deleted.

B Baseline Groups on page 21

You can create baseline groups that contain patch, extension, and upgrade baselines.

B Baseline Attributes on page 22

Baselines have baseline attributes that you can use to identify the baseline type, the patches or upgrades
that are included in the baseline, and so on.

Baseline Types

Update Manager supports different types of baselines that you can use and apply when scanning and
remediating objects in your inventory.

Update Manager provides upgrade, patch, or extension baselines.
Upgrade Baseline Defines which version a particular host, virtual hardware, VMware Tools, or

virtual appliance should be. With Update Manager, you can upgrade ESX/ESXi
hosts from versions 3.x and 4.0.x to version 4.1.

Patch Baseline Defines a number of patches that must be applied to a given host or virtual
machine.
Extension Baseline Contains extensions (additional software such as third-party device drivers)

that must be applied to a given host. Extensions are installed on hosts that do
not have such software installed on them, and patched on hosts that already
have the software installed. All third-party software for ESX/ESXi hosts is
classified as a host extension, although host extensions are not restricted to just
third-party software.

Atregular intervals, Update Manager queries patch repositories that vendors provide to find available patches.
The server for the patch information and the contents of the patches are authenticated by using a full-featured
public key infrastructure. To help ensure security, patches are typically cryptographically signed by vendors
and are downloaded over a secure connection.

A patch baseline can be either dynamic or fixed.

Dynamic Patch Baseline  The contents of a dynamic baseline are based on available patches that meet
the specified criteria. As the set of available patches changes, dynamic baselines
are updated as well. You can explicitly include or exclude any patches.

Fixed Patch Baseline The user manually specifies all patches included in the baseline from the total
set of patches available in Update Manager. Fixed baselines are typically used
to check whether systems are prepared to deal with particular issues. For
example, you might use fixed baselines to check for compliance with patches
to prevent a known worm.
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Update Manager Default Baselines

Update Manager includes default baselines that you can use to scan any virtual machine, virtual appliance, or

host to determine whether they have all patches applied for the different categories or are upgraded to the

latest version. The default baselines cannot be modified or deleted.

Critical VM Patches

Non-Critical VM Patches

Critical Host Patches

Non-Critical Host
Patches

VMware Tools Upgrade
to Match Host

VM Hardware Upgrade to
Match Host

VA Upgrade to Latest

VA Upgrade to Latest
Critical

Baseline Groups

Checks virtual machines for compliance with all important Linux patches and
all critical Windows patches.

Checks virtual machines for compliance with all optional Linux patches and
Windows patches.

Checks ESX/ESXi hosts for compliance with all critical patches.

Checks ESX/ESXi hosts for compliance with all optional patches.

Checks virtual machines for compliance with the latest VMware Tools version
on the host. Update Manager supports upgrading of VMware Tools for virtual
machines on hosts that are running ESX/ESXi 4.0 and later.

Checks the virtual hardware of a virtual machine for compliance with the latest
version supported by the host. Update Manager supports upgrading to virtual
hardware version 7.0 on hosts that are running ESX/ESXi 4.0 and later.

Checks virtual appliance compliance with the latest released virtual appliance
version.

Checks virtual appliance compliance with the latest critical virtual appliance
version.

You can create baseline groups that contain patch, extension, and upgrade baselines.

The set of baselines in a baseline group must be non-conflicting. A baseline group is also limited to a

combination of patches, extensions, and upgrades.

B Multiple patch and extension baselines.

B One upgrade baseline and multiple patch as well as extension baselines.

For example, one ESX/ESXi upgrade baseline and multiple ESX/ESXi patch or extension baselines.

B Multiple upgrade baselines, but only one upgrade baseline per upgrade type (like VMware Tools, virtual
machine hardware, virtual appliance, or host).

For example, VMware Tools Upgrade to Match Host baseline, VM Hardware Upgrade to Match Host
baseline and one VA Upgrade to Latest baseline.

B Multiple upgrade baselines, but only one upgrade baseline per upgrade type and multiple patch as well

as extension baselines.

For example, one VM Hardware Upgrade to Match Host baseline, one VA Upgrade to Latest Critical

baseline, as well as one or more patch and extension baselines.

VMware, Inc.
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Baseline Attributes

Baselines have baseline attributes that you can use to identify the baseline type, the patches or upgrades that
are included in the baseline, and so on.

Table 1-1. Baseline Attributes

Attribute

Description

Baseline Name

Identifies the baseline. The name is established when a baseline is created and can be modified.

Content

For patch and extension baselines, specifies the number of updates included in the baseline.
Some updates, such as service packs, include many smaller patches that might have been
previously distributed individually. The number of updates can indicate how long a scan and
remediation might take to complete, but does not indicate the extent of the updates included in
the baseline.

For upgrade baselines, the content specifies the upgrade baseline details.

Component

Displays the type of baseline. Possible values are: Host Patches, Host Extension, VM Patches,
VMware Tools, VM Hardware, VA Upgrade, and Host Upgrade.

Last Modified

Specifies the last time patches were added to or removed from the baseline. This date reflects
the last time updates changed either because of automatic changes resulting from dynamic
updates or from manual user changes. Reviewing the last update information can help ascertain
whether expected changes were made to baselines.

Baseline Type

Identifies the type of baseline. Possible values include Dynamic and Fixed.

Update Manager Settings

22

You can configure Update Manager settings, such as scheduling updates and scans.

You can configure the following Update Manager settings:

B When to check for updated patch information.

B When to scan or remediate virtual machines, virtual appliances, and hosts.

®  How to handle preremediation snapshots of virtual machines.

®  How to handle failures to put hosts in maintenance mode.

B Whether to disable certain cluster features.

B Download patch binaries and patch metadata from the Internet or use a shared repository.

B Download patch binaries and patch metadata using an offline bundle.

B When to download notifications.

B Proxy usage and authentication.

B Enable or disable smart reboot of virtual appliances and virtual machines in a vApp after remediation.
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System Requirements

To be able to run and use the Update Manager server and the Update Manager Client plug-in you must ensure
that your environment satisfies certain conditions. You also must ensure that the vCenter Server, vSphere
Client and Update Manager are of compatible versions.

Before you install Update Manager, you must set up an Oracle or Microsoft SQL Server database. If your
deployment is relatively small and contains up to 5 hosts and 50 virtual machines, you can use the bundled
SQL Server 2005 Express database, which you can install during the Update Manager installation.

You caninstall the Update Manager server component on the same computer as vCenter Server or on a different
computer. After you install the Update Manager server component, to use Update Manager, you must install
the Update Manager Client plug-in and enable it on the vSphere Client.

If your vCenter Server system is a part of a connected group in vCenter Linked Mode, you can install and
register Update Manager instances with each vCenter Server system. You cannot use Update Manager for the
vCenter Server systems in the vCenter Linked Mode without registering Update Manager instances with them.

This chapter includes the following topics:
B “Update Manager Hardware Requirements,” on page 23
B “Supported Operating Systems and Database Formats,” on page 24

B “Update Manager Compatibility with VirtualCenter Server, vCenter Server, VI Client, and vSphere
Client,” on page 24

B “Required Database Privileges,” on page 25

Update Manager Hardware Requirements

You can run Update Manager on any system that meets the minimum hardware requirements.

Minimum hardware requirements for Update Manager vary depending on how Update Manager is deployed.
If the database is installed on the same machine as Update Manager, requirements for memory size and
processor speed are higher. To ensure acceptable performance, make sure that you have the minimum
requirements listed in Table 2-1.

Table 2-1. Minimum Hardware Requirements

Hardware Requirements
Processor Intel or AMD x86 processor with two or more logical cores, each with a speed of 2GHz
Network 10/100 Mbps

For best performance, use a Gigabit connection between Update Manager and the ESX/ESXi
hosts
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Table 2-1. Minimum Hardware Requirements (Continued)

Hardware Requirements

Memory 2GB RAM if Update Manager and vCenter Server are on different machines

4GB RAM if Update Manager and vCenter Server are on the same machine

Update Manager uses a SQL Server or Oracle database. You should use a dedicated database for

Update Manager, not a database shared with vCenter Server, and should back up the database periodically.
Best practice is to have the database on the same computer as Update Manager or on a computer in the local
network.

Depending on the size of your deployment, Update Manager requires a minimum amount of free space per
month for database usage. For more information about space requirements, see the VMware vCenter Update
Manager Sizing Estimator.

Supported Operating Systems and Database Formats

Update Manager works with specific databases and operating systems.

The Update Manager server requires Windows XP, Windows Server 2003, or Windows Server 2008. The
Update Manager plug-in requires the vSphere Client, and works with the same operating systems as the
vSphere Client.

IMPORTANT You can install Update Manager 4.1 only on a 64-bit machine.

Update Manager scans and remediates Windows guest operating systems. Update Manager does not support
patch remediation of Linux virtual machines and only scans powered-on Linux guest operating machines for
patches. Update Manager scans and remediates Linux virtual machines for VMware Tools and virtual
hardware upgrades.

The Update Manager server requires SQL Server 2005, SQL Server 2008, Oracle 10g, or Oracle 11g database.
Update Manager can handle small-scale environments using the bundled SQL Server 2005 Express. For
environments with more than 5 hosts and 50 virtual machines, create either an Oracle or a SQL Server database
for Update Manager. For large scale environments, you should set up the Update Manager database on a
different computer than the Update Manager server and the vCenter Server database. For more information
about setting up the Update Manager database, see Chapter 3, “Preparing the Update Manager Database,” on
page 27.

For detailed information about supported operating systems and database formats, see vSphere Compatibility
Matrixes.

Update Manager Compatibility with VirtualCenter Server, vCenter
Server, VI Client, and vSphere Client

24

Update Manager, VirtualCenter Server, and vCenter Server must be of compatible versions. You can install
the Update Manager server and register it with VirtualCenter Server or vCenter Server of a compatible version
only. The Update Manager plug-in can be installed and enabled only on VI Client or vSphere Client of a
compatible version.

Generally, Update Manager is compatible with VirtualCenter Server, vCenter Server, VI Client, and vSphere
Client of the same version.

Update Manager 4.1 is compatible only with vCenter Server 4.1. Although multiple versions of the
Update Manager Client plug-in might coexist on the same computer, the Update Manager Client plug-in of
version 4.1 can be installed and enabled only on vSphere Client 4.1.

For more information about the Update Manager compatibility with VirtualCenter Server, vCenter Server, VI
Client, and vSphere Client, see the vSphere Compatibility Matrixes.
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Required Database Privileges

Before you install or upgrade Update Manager, you must create a database and grant a specific list of
permissions to the database user. To run Update Manager you can use a set of minimum privileges.

Table 2-2 lists the database privileges that you must grant to the database user before installing or upgrading

Update Manager.

Table 2-2. Database Privileges Needed for Installation or Upgrade of Update Manager

Database Permissions
Oracle Either assign the DBA role, or grant the following set of privileges to the Update Manager Oracle
database user.
B connect
B execute on dbms_lock
B create view
B create procedure
B create table
B create sequence
B create any sequence
B create any table
B create type
®  unlimited tablespace
Microsoft SQL Make sure that the database user has either a sysadmin server role or the db_owner fixed database
Server role on the Update Manager database and the MSDB database. Although the db_owner role is required

for the upgrade, SQL jobs are not created as part of the Update Manager installation or upgrade.

Table 2-3 lists the minimum database privileges required to run and use Update Manager.

Table 2-3. Database Privileges Needed for Using Update Manager

Database Privileges
Oracle The minimum required privileges of the Oracle database user are the following;:
B create session
B create any table
®  drop any table
Microsoft SQL The database user must have either a sysadmin server role or the db_owner fixed database role on the
Server Update Manager database and the MSDB database.

VMware, Inc.
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Preparing the Update Manager
Database

The Update Manager server and Update Manager Download Service require a database to store and organize
server data. Update Manager supports Oracle, Microsoft SQL Server, and Microsoft SQL Server 2005 Express.

Before installing the Update Manager server, you must create a database instance and configure it to ensure
thatall Update Manager database tables can be created in it. If you are using Microsoft SQL Server 2005 Express,
you can install and configure the database when you install Update Manager. Microsoft SQL Server 2005
Express is used for small deployments of up to 5 hosts and 50 virtual machines.

To use Microsoft SQL Server and Oracle databases, you must configure a 32-bit system DSN and test it with
ODBC.

ImporRTANT Although you can install the Update Manager server only on 64-bit machines, Update Manager
is a 32-bit application and requires a 32-bit DSN.

The Update Manager database you use can be the same as the vCenter Server database. You can also use a
separate database, or you can use existing database clusters. For best results in a large scale environment, you
should use a dedicated Update Manager database that is located on a different computer than the

vCenter Server system database.

The Update Manager server requires administrative credentials to connect to the database.

Before you begin the database setup, review the supported databases. For more information about the
supported database patches, see vSphere Compatibility Matrixes. If you do not prepare your database correctly,
the Update Manager installer might display error or warning messages.

This chapter includes the following topics:

B “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 27

B “About the Bundled Microsoft SQL Server 2005 Express Database Package,” on page 28
B “Maintaining Your Update Manager Database,” on page 28

B “Configure a Microsoft SQL Server Database Connection,” on page 28

B “Configure an Oracle Database,” on page 30

Create a 32-Bit DSN on a 64-Bit Operating System

You can install or upgrade the Update Manager server on 64-bit operating systems. Even though
Update Manager runs on 64-bit operating systems, it is a 32-bit application and requires a 32-bit DSN.

The requirement for a 32-bit DSN applies to all supported databases. By default, any DSN created on a 64-bit
system is a 64-bit DSN.
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Procedure
1 Install the ODBC drivers.

B For Microsoft SQL Server database servers, install the 64-bit database ODBC drivers on your Microsoft
Windows system. When you install the 64-bit drivers, the 32-bit drivers are installed automatically.

B For Oracle database servers, install the 32-bit database ODBC drivers on your Microsoft Windows
system.

2 Run the 32-bit ODBC Administrator application, located at /WindowsDir]\SyswOw64\odbcad32.exe.
3 Use the application to create your DSN.

You now have a DSN that is compatible with the Update Manager server. When the Update Manager installer
prompts you for a DSN, you should select the 32-bit DSN.

About the Bundled Microsoft SQL Server 2005 Express Database
Package

The Microsoft SQL Server 2005 Express database package is installed and configured when you select Microsoft
SQL Server 2005 Express as your database during the VMware vCenter Update Manager installation or
upgrade.

No additional configuration is required.

Maintaining Your Update Manager Database

After your Update Manager database instance and Update Manager server are installed and operational,
perform standard database maintenance processes.

Maintaining your Update Manager database involves several tasks:

B Monitoring the growth of the log file and compacting the database log file, as needed. See the
documentation for the database type that you are using.

B Scheduling regular backups of the database.
B Backing up the database before any Update Manager upgrade.

See your database documentation for information about backing up your database.

Configure a Microsoft SQL Server Database Connection
When you install Update Manager, you can establish an ODBC connection with a SQL Server database.
If you use SQL Server for Update Manager, do not use the master database.

See your Microsoft SQL ODBC documentation for specific instructions on configuring the SQL Server ODBC
connection.
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Procedure

1

Create a SQL Server database by using SQL Server Management Studio on SQL Server.

The Update Manager installer creates all tables, procedures, and user-defined functions (UDF) within the
default schema of the database user that you use for Update Manager. This default schema does not
necessarily have to be dbo schema.

Create a SQL Server database user with database operator (DBO) rights.

Make sure that the database user has either a sysadmin server role or the db_owner fixed database role
on the Update Manager database and the MSDB database.

The db_owner role on the MSDB database is required for installation and upgrade only.

Create a New Data Source (ODBC)

To prepare a Microsoft SQL Server database to work with Update Manager, you have to create a new data

source (ODBC).
Procedure
1 Onyour Update Manager server system, run the 32-bit ODBC Administrator application, located at
[WindowsDir]\SysWOW64\odbcad32.exe.
2 Click the System DSN tab.
3 Create or modify an ODBC system data source.
Option Action
Create an ODBC system data source a Click Add.
b  For SQL Server 2005 or SQL Server 2008, select SQL Native Client, and
click Finish.
Modify an existing ODBC system Double-click the ODBC system data source that you want to modify.
data source
4 In the Microsoft SQL Server DSN Configuration window, enter the necessary information and click
Next.
a  Type an ODBC DSN in the Name text field.
For example, type VUM.
b  (Optional) Type an ODBC DSN description in the Description text field.
¢ Select the SQL Server name from the Server drop-down menu.
Type the SQL Server machine name in the text field if you cannot find it in the drop-down menu.
5  Configure the SQL Server authentication, and click Next.
B ]f you are using a local SQL Server, you can select Integrated Windows NT authentication.
B [f you are using a remote SQL Server, you must use the SQL Server authentication method.
If you use the SQL Server authentication method, in the Update Manager installation wizard supply the
same user name, password, and ODBC DSN that you used to configure the ODBC.
ImPorTANT Update Manager does not support Windows authentication of the database when the database
is located on a different machine because of local system account issues. Make sure that if the
Update Manager database is located on a remote machine, the database and the system DSN use SQL
Server authentication.
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6  Select a database from the Change the default database to drop-down menu, specify the ANSI settings,
and click Next.

7  Specify the language and translation settings, where to save the log files, and click Finish.
What to do next

To test the data source, in the ODBC Microsoft SQL Server Setup window, click Test Data Source, and click
OK. Ensure that SQL Agent is running on your database server by double-clicking the SQL Server icon in the
system tray.

This applies to SQL Server 2005 and SQL Server 2008.

Identify the SQL Server Authentication Type

You can identify whether your SQL Server is using Windows NT or SQL Server authentication.

Procedure
1 Open SQL Server Enterprise Manager.
2 Click the Properties tab.

3 Check the connection type.

Configure an Oracle Database

To use an Oracle database for Update Manager, you must first set up the database.

Procedure

1 Download Oracle 10g or Oracle 11g from the Oracle Web site, install it, and create a database (for example,
VUM).

Make sure that the TNS Listener is up and running, and test the database service to be sure it is working.
2 Download Oracle ODBC from the Oracle Web site.

3 Install the corresponding Oracle ODBC driver through the Oracle Universal Installer.

IMPORTANT Oracle 10g requires Oracle 10.2.0.3 or later drivers.

4 Increase the number of open cursors for the database.
Add the entry open_cursors = 300 to the ORACLE_ BASE\ADMIN\VUM\pfile\init.ora file.

In this example, ORACLE_BASE is the root of the Oracle directory tree.

Configure an Oracle Connection to Work Locally

You can configure an Oracle connection to work locally with Update Manager.

Prerequisites

The ODBC data source you use must be a 32-bit system DSN. For more information about creating a 32-bit
DSN, see “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 27.
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Procedure

1

Create a new tablespace specifically for Update Manager by using the following SQL statement:

CREATE TABLESPACE "VUM" DATAFILE 'ORACLE_BASE\ORADATA\VUM\VUM.dat' SIZE 1000M AUTOEXTEND ON
NEXT 500K;

In this example, ORACLE_BASE is the root of the Oracle directory tree.
Create a user, such as vumAdmin, for accessing this tablespace through ODBC.

CREATE USER vumAdmin IDENTIFIED BY vumadmin DEFAULT TABLESPACE “vum”;

Either grant the dba permission to the user, or grant the following specific permissions to the user.

grant connect to vumAdmin

grant resource to vumAdmin

grant create any job to vumAdmin

grant create view to vumAdmin

grant create any sequence to vumAdmin
grant create any table to vumAdmin
grant lock any table to vumAdmin

grant create procedure to vumAdmin
grant create type to vumAdmin

grant execute on dbms_lock to vumAdmin
grant unlimited tablespace to vumAdmin
# To ensure space limitation is not an issue

Create an ODBC connection to the database.

These are example settings.

Data Source Name: VUM
TNS Service Name: VUM
User ID: vumAdmin

Configure an Oracle Database to Work Remotely

You can configure your Oracle database to work with Update Manager remotely.

Prerequisites

The ODBC data source you use must be a 32-bit system DSN. For more information about creating a 32-bit
DSN, see “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 27.

Before configuring a remote connection, first set up the database as described in “Configure an Oracle
Database,” on page 30.

Procedure

1
2
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Install the Oracle client on the Update Manager server machine.
Use the Net Configuration Assistant tool to add the entry to connect to the managed host.

VUM =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS=(PROTOCOL=TCP) (HOST=host_address) (PORT=1521))
)

(CONNECT_DATA =(SERVICE_NAME = VUM)

)

)

In this example, host_address is the managed host to which the client needs to connect.
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3  (Optional) Edit the tnsnames.ora file located in ORACLE_HOME\network\admin\, as appropriate.

Here, ORACLE_HOME islocated under C:\ ORACL F_BASE, and it contains subdirectories for Oracle software
executable and network files.

4  Create an ODBC connection to the database.
These are example settings.

Data Source Name: VUM
TNS Service Name: VUM
User Id: vumAdmin
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Installing Update Manager

Update Manager consists of a server part and a plug-in part. You can install the Update Manager server and
Update Manager Client plug-in on Windows machines only.

You can install the Update Manager server component either on the same computer as vCenter Server or on
a different computer. After you install the Update Manager server component, to use Update Manager, you
must install the Update Manager Client plug-in and enable it on the vSphere Client.

IMPORTANT You can install the Update Manager 4.1 server component only on a 64-bit machine.

Toimprove performance, especially in large-scale environments, you should install the Update Manager server
component on a different computer than the vCenter Server system.

To install Update Manager, you must be either a local Administrator or a domain user that is part of the
Administrators group. During the Update Manager installation, you must register the Update Manager server
with the vCenter Server system and set it up to work correctly. To register Update Manager with

vCenter Server, you must provide the credentials of the vCenter Server user that has the Register extension
privilege. For more information about managing users, groups, roles, and permissions, see vSphere Datacenter
Administration.

To run and use Update Manager, you must use a local system account for the machine on which
Update Manager is installed.

The Update Manager server requires SQL Server 2005, SQL Server 2008, Oracle 10g, or Oracle 11g database.
Update Manager can handle small-scale environments using the bundled SQL Server 2005 Express. For
environments with more than 5 hosts and 50 virtual machines, create either an Oracle or a SQL Server database
for Update Manager. For large scale environments, you should set up the Update Manager database on a
different computer than the Update Manager server and the vCenter Server database. For more information
about setting up the Update Manager database, see Chapter 3, “Preparing the Update Manager Database,” on
page 27.

ImporTANT Update Manager does not support Windows authentication of the database when the database is
located on a different machine because of local system account issues. Make sure that if the Update Manager
database is located on a remote machine, the database and the system DSN use SQL Server authentication.
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Before you install Update Manager, gather the following information about the environment in which you are
installing Update Manager:

B Networking information about the vCenter Server system that Update Manager will work with. Defaults
are provided in some cases, but ensure that you have the correct information for networking;:

B [P address.
B User name and password for the vCenter Server system.
B Port numbers. In most cases, the default Web service port 80 is used.
B Administrative credentials required to complete the installation:
B User name for an account with sufficient privileges. This is often Administrator.
B Password for the account used for the installation.
B System DNSname, user name, and password for the database with which Update Manager will work.

VMware uses designated ports for communication. Additionally, the Update Manager server connects to
vCenter Server, ESX/ESXi hosts, and the Update Manager Client plug-in on designated ports. If a firewall exists
between any of these elements and Windows firewall service is in use, the installer opens the ports during the
installation. For custom firewalls, you must manually open the required ports.

You can install vCenter Server and the Update Manager server in a heterogeneous network environment,
where one of the machines is configured to use IPv6 and the other is configured to use IPv4. In this case, to
install and enable the Update Manager plug-in, the machine on which vSphere Client is installed must be
configured to use both IPv6 and IPv4.

This chapter includes the following topics:
B “Install the Update Manager Server,” on page 34

B “Install the Update Manager Client Plug-In,” on page 36

Install the Update Manager Server

34

The Update Manager installation requires a connection with a single vCenter Server instance. You can install
Update Manager on the same computer on which vCenter Server is installed or on a different computer.

Prerequisites

B Make sure that your system meets the requirements specified in Chapter 2, “System Requirements,” on
page 23.

B Before installation, you must create and set up an Update Manager database and 32-bit DSN, unless you
are using SQL Server 2005 Express. For more information, see Chapter 3, “Preparing the Update Manager
Database,” on page 27.

B Ensure that the database privileges meet the requirements listed in “Required Database Privileges,” on
page 25.

B Before installing Update Manager, install vCenter Server. For more information about installing
vCenter Server, see the ESX and vCenter Server Installation Guide.

Procedure

1 Insert the installer DVD into the DVD drive of the Windows server that is hosting the Update Manager
server and select vCenter Update Manager.

If you cannot launch the autorun. exe file, browse to locate the UpdateManager folder on the DVD and run
VMware-UpdateManager. exe.

2 Select a language for the installer and click OK.
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Review the Welcome page and click Next.
Read the patent agreement and click Next.
Accept the terms in the license agreement and click Next.

Enter the vCenter Server IP address or name, HTTP port, and the administrative account that the
Update Manager server will use to connect to the vCenter Server system, and click Next.

Select the type of database that you want to use.

B [fyou do not have an existing database, select Install a Microsoft SQL Server 2005 Express instance
(for small scale deployments) and click Next.

This database is suitable for deployments of up to 5 hosts and 50 virtual machines.

B [f you have a supported database, select Use an existing supported database and select a DSN from
the drop-down menu. If the DSN does not use Windows NT authentication, enter the user name and
password for the DSN and click Next.

ImPORTANT The DSN must be a 32-bit DSN.

(Optional) Select the database options.

B [f the system DSN you enter points to an existing Update Manager database with the same schema,
select to leave your existing database or replace it with an empty one.

B ]f the system DSN you enter points to an older schema, on the Database Upgrade page, select Yes, I
want to upgrade my Update Manager database, and I have taken a backup of the existing Update
Manager database, and click Next.

Specify how to identify your Update Manager instance on the network by selecting an IP address or host
name from the drop-down menu.

If the computer on which you install Update Manager has one NIC, the Update Manager installer
automatically detects the IP address. If the computer has multiple NICs, select the correct IP address or
use a DNS name. The DNS name must be resolved from all hosts that this Update Manager will manage.

Enter the Update Manager port settings, select whether you want to configure the proxy settings, and click
Next.

Configuring the proxy settings is optional.

(Optional) Provide information about the proxy server and port and whether the proxy should be
authenticated and click Next.

Select the Update Manager installation and patch download directories and click Next.
If you do not want to use the default locations, click Change to browse to a different directory.
(Optional) In the warning message about the disk free space, click OK.

This message appears when you try to install Update Manager on a computer that has less than 20GB free
space.

Click Install to begin the installation.
Click Finish.

The Update Manager server component is installed, and the client appears in the Available Plug-ins list of
vSphere Plug-in Manager.

What to do next

Install the vCenter Update Manager Client plug-in and enable it on a vSphere Client.
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Install the Update Manager Client Plug-In

36

To use Update Manager, you must install the Update Manager Client (the Update Manager user interface
component), which is delivered as a plug-in for the vSphere Client.

You can install the Update Manager Client plug-in on both 32-bit and 64-bit operating systems.

Prerequisites

Before installing the Update Manager Client plug-in, you must install the Update Manager server.

Procedure

1 Connect the vSphere Client to a vCenter Server system with which Update Manager is registered.

2 Select Plug-ins > Manage Plug-ins.

3 Inthe Extension Manager window, click Download and install for the VMware vCenter Update Manager
extension.

4  Complete the Update Manager Client installation, and click Finish.

5  Click Close to close the Extension Manager window after the status for the Update Manager extension is

displayed as Enabled.

The icon for the Update Manager plug-in is displayed on the vSphere Client Home page under Solutions and
Applications.

VMware, Inc.



Installing the Guest Agent

The VMware vCenter Update Manager Guest Agent facilitates the Update Manager processes. For Linux and
Windows operating systems, the Guest Agent is automatically installed the first time a patch remediation is
scheduled or when a patch scan is initiated on a powered on virtual machine.

For Linux virtual machines, Update Manager checks for the presence of the Guest Agent whenever a Linux
virtual machine in the vSphere inventory is powered on. Update Manager displays the discovery task as a
Detect Linux GuestAgent task in the Tasks pane. The task involves sending messages to each guest operating
system and waiting for a response from the vCenter Update Manager Guest Agent. A timeout in the response
means that no Guest Agent is installed. The process does not install the Guest Agent on the guest operating
system.

If the Guest Agent installation is not completed successfully, operations such as scanning and remediation for
patches fail. In such a case, manually install the Guest Agent.

For best results of Update Manager operations, ensure that the latest version of the Guest Agent is installed
on a virtual machine.

The Guest Agent installation packages for Windows and Linux guests are located in the \docroot\vci
\guestAgent\ subfolder of the Update Manager installation directory. For example, if Update Manager is
installedin C:\Program Files (x86)\VMware\Infrastructure\Update Manager, the Guest Agentinstallers arein
C:\Program Files (x86)\VMware\Infrastructure\Update Manager\docroot\vci\guestAgent\.

The Guest Agent requires no user input, and the installation completes silently. For Windows, start the installer
by running the VMware-UMGuestAgent. exe file. For Linux, install the VMware-VCIGuestAgent-Linux. rpm file by
running the rpm —ivh VMware-VCIGuestAgent-Linux.rpm command.
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Migrating the Update Manager Data
and Upgrading Update Manager on a
Different Machine

You can install Update Manager 4.1 only on 64-bit operating system platform. If you are running an earlier
version of Update Manager on a 32-bit platform, you can use the data migration tool to back up the existing
data on the 32-bit system, and to restore your data on the 64-bit machine on which you are installing
Update Manager 4.1.

The Update Manager installation media includes a data migration tool that you can use to migrate your existing
configuration information and database. The configuration information that you can migrate includes the
following parameters:

B Port settings

B Proxy settings

B Patch repository location

B Patch metadata, patch binaries, and host upgrade binaries

You can use the data migration tool to migrate the Update Manager database if it is a SQL Server Express
database installed on the same machine as Update Manager.

If you use a different database (for example, Oracle or Microsoft SQL Server database) installed on the
Update Manager machine, you can back up and move the database manually or you can detach the database
from the source (32-bit) machine and attach it to the destination (64-bit) machine. You can also leave the
database on the existing machine and connect to it from the new 64-bit machine by using a DSN.

If your database is installed on a different machine from the Update Manager server, you can back up the
database manually, and create a DSN to connect to the database remotely.

When Update Manager and vCenter Server are installed on the same machine, you can use the data migration
tool to migrate configuration data for vCenter Server as well. The data migration tool first backs up the
vCenter Server data and then backs up the Update Manager data on the source machine. When you run the
tool to restore the data, the data migration tool first restores the vCenter Server data on the destination machine
and then restores the Update Manager data on the same destination machine.

When Update Manager and vCenter Server are installed on the same machine, Update Manager and
vCenter Server must use dedicated databases. If the Update Manager server shares its database with the
vCenter Server database, you receive an error message from the data migration tool and you cannot migrate
your data.

If Update Manager and vCenter Server are installed on different machines, you can use the data migration tool
to separately back up and restore the Update Manager and vCenter Server data. First you can back up the
vCenter Server data and restore it on the 64-bit machine on which you are installing vCenter Server. Then you
can use the data migration tool to back up the Update Manager data and restore it on the 64-bit machine on
which you are installing Update Manager. In this case, the machine on which you install Update Manager
must be different from the machine on which you install vCenter Server. For more information about backing
up and restoring the vCenter Server configuration and database, see the vSphere Upgrade Guide.
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You use the data migration tool by running two scripts backup.bat and install.bat. The backup.bat script
backs up the configuration and database on the source machine, and the install.bat script restores the backed
up data on the destination machine.

The overall scenario to migrate your Update Manager data includes the following steps:

1
2

(Optional) Back up the database manually.

Run the backup . bat script of the data migration tool on the source machine and respond to the script
prompts to create a backup of the Update Manager configuration.

If Update Manager and vCenter Server are installed on the same machine, the script first takes a backup
of the vCenter Server configuration and then backs up the Update Manager configuration.

Copy the backed up configuration data to the destination machine. Database data in the backup bundle
is present only if your database is SQL Server Express.

(Optional) If you are using a different database, for example Oracle database, installed on a different
machine than Update Manager, back up the database manually and create a DSN on the 64-bit machine
to connect to the database remotely.

(Optional) If you are using a different database, for example Oracle database, installed on the same
machine as Update Manager, move the database from the source (32-bit) machine to the destination (64-
bit) machine and restore it manually.

If your database is not SQL Server Express, create a 32-bit DSN on the 64-bit machine to connect to the
database.

Run the install.bat script on the destination machine. This script examines the backup bundle and if you
have backed up both Update Manager and vCenter Server data, the script installs both Update Manager
and vCenter Server. If you have backed up only Update Manager or only vCenter Server data, the script
installs only Update Manager or only vCenter Server. When the script prompts you, specify the location
of the installation ISO. The script launches the installer, and you can install Update Manager, or both
Update Manager and vCenter Server with the configuration settings and the database backed up by the
data migration tool.

In case of failure, you can check the 1ogs folder. The folder contains backup . 1og file for the backup process and
restore. log for the restore process.

This chapter includes the following topics:

“Back Up and Move the Update Manager Database,” on page 41

“Back Up and Migrate the Existing Configuration and Database Using the Migration Tool,” on
page 43

“Create a 32-Bit DSN on a 64-Bit Operating System,” on page 44

“Restore the Update Manager Configuration and Install Update Manager on the 64-Bit Machine,” on
page 44
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Chapter 6 Migrating the Update Manager Data and Upgrading Update Manager on a Different Machine

Back Up and Move the Update Manager Database

Before upgrading Update Manager, back up your database. If the Update Manager server is installed on a 32-
bit machine, you must migrate your data to a 64-bit machine.

Procedure

B [f your database is remote from the machine on which Update Manager is installed, and you want it to
remain remote after the upgrade, leave the database where it is after you back it up.

B [fyour database is local to the Update Manager server, and you want it to remain local after the upgrade,
you have various options depending on the type of database.

Option Description
Microsoft SQL Server Express Back up the database, and move the database along with other configuration
database data by using the data migration tool. A separate database migration step is

not necessary.

Microsoft SQL Server database Back up the database, detach the database, and attach it to the 64-bit machine
on which you are installing Update Manager.

Other local databases Back up the database, and restore it onto the machine on which you are
installing Update Manager.

What to do next

Back up the Update Manager configuration and database by using the data migration tool.

Back Up and Restore a Microsoft SQL Database

You can back up the Update Manager database and then restore it on the same or another machine. Backing
up the Update Manager database helps you preserve your data. Before you perform an upgrade to
Update Manager 4.1, you might want to back up the Update Manager database so that you can restore it later.

Consult your database administrator or see your database documentation about backing up and restoring
databases.

The machine with the original database that you want to back up is referred to as the source machine. The
machine on which the backup of the database will reside is referred to as the destination machine.

Prerequisites
B Youmusthave an Update Manager system running with a local or remote Microsoft SQL Server database.

B You must have Microsoft SQL Server Management Studio installed on the source machine and the
destination machine. The Express versions (SQLServer2005_SSMSEE.ms1i and
SQLServer2005_SSMSEE_x64.ms1) are free downloads from Microsoft.

Procedure

1  In SQL Server Management Studio, make a full backup of the source machine database.

Copy the backup file (.bak) to the C:\ drive on the destination machine.

On the destination machine, open SQL Server Management Studio and right-click the Databases folder.
Select New Database, enter the source machine database name, and click OK.

Right-click the new database icon and select Task > Restore > Database.

Select From Device and click Browse.
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Click Add, navigate to the backup file, and click OK.
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8 In the Restore Database window, select the checkbox next to your . bak file.

9  On the Options page, select the Overwrite the existing database checkbox and click OK.
The database from the source machine is restored on the destination machine.

What to do next

See “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 44.

Detach and Attach a Microsoft SQL Server Database

You can detach the Update Manager database from a source machine and attach it to a destination machine.
This is an alternative to the backup and restore operation.

Consult your database administrator or see your database documentation about detaching and attaching
databases. You should take the necessary steps to back up your data.

The machine with the original database that you want to detach is referred to as the source machine. The
machine on which the database will be reattached is referred to as the destination machine.

Prerequisites
B Youmust have an Update Manager system running with a local or remote Microsoft SQL Server database.

B You must have Microsoft SQL Server Management Studio installed on the source machine and the
destination machine. The Express versions (SQLServer2005_SSMSEE.ms1i and
SQLServer2005_SSMSEE_x64.ms1i) are free downloads from Microsoft.

Procedure

1  On the source machine, stop the Update Manager service.
a  Click Start > Control Panel > Administrative Tools > Services.
b  Right-click VMware Update Manager Service and select Stop.

2 In SQL Server Management Studio, open the Databases directory, right-click the Update Manager
database, and select Tasks > Detach.

3 Select the database and click OK.

4 When the detach operation is complete, copy the data files (.mdf and .1df) to the destination machine's
database folder.

The default location of the database folder in 64-bit Windows is C:\Program Files (x86)\Microsoft SQL
Server\MSSQL .1\MSSQL\Data.

5 In SQL Server Management Studio on the destination machine, right-click the Databases directory and
select Attach.

6  Select the .mdf file that you copied to the destination machine's database folder and click OK.
The database from the source machine is attached to the destination machine.
What to do next

See “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 44.

Back Up and Restore an Oracle Database

You can back up the Update Manager database and then restore it on the same or another machine. Backing
up the Update Manager database helps you preserve your data.

Consult your database administrator or see your database documentation about backing up and restoring
databases.
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The machine with the original database that you want to back up is referred to as the source machine. The
machine on which the backup of the database will reside is referred to as the destination machine.

Prerequisites

You must have an Update Manager system with a local or remote Oracle 10g or Oracle 11g database.

Procedure

1 On the source machine, log in to Oracle SQL*Plus as the Update Manager database user and export the
database as a . dmp file.

2 Copy the .dmp file to the C:\ drive of the destination machine.

3 Create a new empty database on the destination machine.

4 On the destination machine, in Oracle SQL*Plus, run the following command to create the tablespace.
create tablespace vumtest datafile 'c:\vumtest.dbf' size 100m autoextend on;

5  On the destination machine, create a user and grant the user either the dba permission, or the set of
permissions required for administering an Update Manager database.
create user VUMUSER identified by CENSORED default tablespace vumtest;

6  Import the .dmp file into the Oracle database on the destination machine.

The database from the source machine is restored on the destination machine.

What to do next

See “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 44.

Back Up and Migrate the Existing Configuration and Database Using the
Migration Tool

You can use the migration tool to migrate your Update Manager configuration data and database.

If your database is a SQL Server Express database that is local to the machine on which Update Manager is
installed, the data migration tool backs up the configuration and the database, and restores it to the new
machine.

Prerequisites

B The Update Manager database must be a SQL Server Express database installed on the same machine as
Update Manager.

B [f Update Manager server and vCenter Server are installed on the same machine, they must use dedicated
databases (that means that the servers must not share one database instance).

B Stop the Update Manager service.

Procedure

1 Login as an administrator to the source machine and insert the Update Manager installation media in the
DVD drive of the source machine.

2 Explore the media to locate and open the datamigration folder.

3 Extract the datamigration.zip file to a writeable filesystem (for example, datamigration folder) on the
source machine.

4 From the Windows command prompt, navigate to the datamigration folder, type backup.bat, and press
Enter to run the backup script of the data migration tool.
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5  Wait until the script backs up the Update Manager configuration and database, upgrades the database,
and restores the original database.

6 Entery to back up the available host patches, and press Enter.

The time to back up the host patches and host upgrade files (if any) depends on the size of the patches,
extensions, and upgrade files.

7  Entery to back up the available virtual machine patches, and press Enter.

The time to back up the virtual machine patches depends on the size of downloaded patches.
8 Respond to the script prompts and wait until the script completes.
The Update Manager configuration data and database are successfully backed up.

In case of failure, examine the log file that the script generates. This is the backup. log file located in the
datamigration\logs folder.

What to do next

B [f your database is a SQL Server Express database local to the Update Manager machine, go to “Restore
the Update Manager Configuration and Install Update Manager on the 64-Bit Machine,” on page 44.

B [f you use another database, go to “Create a 32-Bit DSN on a 64-Bit Operating System,” on page 44.

Create a 32-Bit DSN on a 64-Bit Operating System

You can install or upgrade the Update Manager server on 64-bit operating systems. Even though
Update Manager runs on 64-bit operating systems, it is a 32-bit application and requires a 32-bit DSN.

The requirement for a 32-bit DSN applies to all supported databases. By default, any DSN created on a 64-bit
system is a 64-bit DSN.

Procedure
1 Install the ODBC drivers.

B For Microsoft SQL Server database servers, install the 64-bit database ODBC drivers on your Microsoft
Windows system. When you install the 64-bit drivers, the 32-bit drivers are installed automatically.

B For Oracle database servers, install the 32-bit database ODBC drivers on your Microsoft Windows
system.

2 Run the 32-bit ODBC Administrator application, located at /WindowsDir]J\SyswOw64\odbcad32.exe.
3 Use the application to create your DSN.

You now have a DSN that is compatible with the Update Manager server. When the Update Manager installer
prompts you for a DSN, you should select the 32-bit DSN.

Restore the Update Manager Configuration and Install Update Manager
on the 64-Bit Machine

44

You can use the data migration tool to start the Update Manager installer and restore the Update Manager
configuration and database on the 64-bit machine.

You can use the same host name for the destination machine that was used for the source machine.

If you use the tool to back up a SQL Server Express database that is local to the machine on which
Update Manager is installed, the migration tool restores the database to the new 64-bit machine as well.
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Procedure
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Copy the datamigration folder from the source (32-bit) machine to the destination (64-bit) machine.

Insert the Update Manager installation media into the DVD-ROM drive on the destination machine, or
copy the installation ISO image to the destination machine.

From the Windows command prompt, navigate to the datamigration folder copied from the source
machine and run install.bat.

The script imports the backed up configuration data and the database.

Enter the path to the Update Manager installer.

The install script verifies that migration data is present, and launches the Update Manager installer.
Select a language for the installer and click OK.

Review the Welcome page and click Next.

Read the patent agreement and click Next.

Accept the terms in the license agreement and click Next.

Enter the vCenter Server IP address or name, HTTP port, and the administrative account that the
Update Manager server will use to connect to the vCenter Server system, and click Next.

Select the type of database that you want to use.

B [f you used the bundled SQL Express database on the source machine and you want to install and
import the backed up database, click Install SQL Server 2005 Express instance (for small-scale
deployments).

B [fyou want to use an existing non-bundled database, click Use an existing supported database, select
the DSN that was used for the database on the source machine, enter the user name and password
for the DSN, and click Next.

The database user name and password for the DSN are required only if the DSN uses SQL Server
authentication. Update Manager does not support the use of a remote SQL Server database that uses
Windows NT authentication.

(Optional) Select the database options.

B [f the system DSN you enter points to an existing Update Manager database with the same schema,
select to leave your existing database or replace it with an empty one.

B [f the system DSN you enter points to an older schema, on the Database Upgrade page, select Yes, I
want to upgrade my Update Manager database, and I have taken a backup of the existing Update
Manager database, and click Next.

Specify how to identify your Update Manager instance on the network by selecting an IP address or host
name from the drop-down menu.

If the computer on which you install Update Manager has one NIC, the Update Manager installer
automatically detects the IP address. If the computer has multiple NICs, select the correct IP address or
use a DNS name. The DNS name must be resolved from all hosts that this Update Manager will manage.

Enter the port numbers to use or accept the port numbers shown, specify whether you want to configure
the proxy settings, and click Next.

The port numbers displayed are those that were backed up from the source Update Manager installation.

(Optional) Provide information about the proxy server and port and whether the proxy should be
authenticated and click Next.
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15 Select the Update Manager installation and patch download locations and click Next.

The location for downloading patches is the one, that was backed up from the source Update Manager
installation.

16 (Optional) In the warning message about the disk free space, click OK.

This message appears when you try to install Update Manager on a computer that has less than 20GB free
space.

17 Click Install.
18 When the Update Manager installation is completed, click Finish.
The data migration tool restores the backed up configuration data.

Update Manager is installed, and the settings that you backed up are restored. If you migrated a SQL Server
Express database, and selected to install this database during the Update Manager installation, the database
is also restored on the new machine. After the installation is complete, Update Manager service is started.

In case of failure examine the log file that the script generates. This is the restore.log file located in the
datamigration\logs folder.
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Upgrading Update Manager

You can upgrade Update Manager 1.0 and later to Update Manager 4.1.

You can install Update Manager 4.1 only on 64-bit operating system platform. If you are running an earlier
version of Update Manager on a 32-bit platform, you must either back up or database manually, or you can
use the data migration tool to back up the existing data on the 32-bit machine, and to restore your data on the

64-bit machine on which you are installing Update Manager 4.1. For more information about how to use the
data migration tool to migrate your data and install Update Manager, see Chapter 6, “Migrating the Update
Manager Data and Upgrading Update Manager on a Different Machine,” on page 39.

During the Update Manager upgrade process, the vci-integrity.xml is overwritten. Any changes that you
might have made to the following parameters in the vci-integrity.xml file are not lost during the upgrade.
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vCenter Server host and port settings — The IP address of the computer on which vCenter Server is installed
and the port that Update Manager server uses to connect to vCenter Server. These settings can be
configured using the <vpxdLocation> tag.

Patch store — The patch download location (the directory in which Update Manager stores patch metadata
and patch binaries) that can be configured using the <patchStore> tag.

Patch depot URL — The URL and port that Update Manager Client uses to contact the Update Manager
server and to download patch data. The URL contains either the name or the IP address of the computer
on which Update Manager server is installed. These settings can be configured using the <PatchDepotUr1l>
tag. If there is no such a setting, the ESX/ESXi hosts use the Update Manager server and Web server port
as a URL to download host patches from the Update Manager server.

Patch depot proxy URL — The proxy URL that the Update Manager server uses to download ESX host
patches. This setting can be configured using the <PatchDepotProxyUrl> tag. If no value is specified,
Update Manager uses the proxy server in the proxy settings to download host patches.

Proxy settings — The Update Manager proxy settings. These settings include the proxy port
(<proxyPort>), proxy server (<proxyServers), and usage of a proxy server (<useProxyServers).

SOAP port — The SOAP port on which the Update Manager Client connects to the Update Manager server.
This setting can be configured using the <soapPort> tag.

Web server port — The Web port on which ESX/ESXi hosts connect to the Update Manager server for host
patch downloads. This setting can be configured using the <webServerPort> tag.

Patch metadata download URL — The URL from which Update Manager downloads patch metadata for
hosts. This variable can be configured using the <PatchMetadataDownloadUr1l> tag. During the upgrade to
Update Manager 4.1, the value in the <PatchMetadataDownloadUrl> tag is moved to the <ESX3xUpdateUr1>
tag.
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When you upgrade Update Manager, you cannot change the installation path and patch download location.
To change these parameters, you must install a new version of Update Manager rather than upgrade.

You must upgrade the Update Manager database during the Update Manager upgrade. You can select whether
to keep your existing data in the database or to replace it during the upgrade.

This chapter includes the following topics:

“Upgrade the Update Manager Server,” on page 48
“Upgrade the Update Manager Client Plug-In,” on page 49

Upgrade the Update Manager Server

48

When you upgrade Update Manager, you must first upgrade VirtualCenter Server or vCenter Server to a
compatible version, and then upgrade Update Manager..

This upgrade scenario is for upgrading from an earlier Update Manager version installed on a 64-bit machine.

Prerequisites

B Beforeyouupgrade Update Manager ensure that you grant the database user the required list of privileges.
For more information, see “Required Database Privileges,” on page 25.

B Before upgrading, make sure that you created a 32-bit DSN on the 64-bit operating system. For more
information about creating a 32-bit DSN on a 64-bit operating system, see “Create a 32-Bit DSN on a 64-
Bit Operating System,” on page 27.

B Before upgrading Update Manager, back up the Update Manager database. The installer upgrades the
database schema, making the database irreversibly incompatible with previous Update Manager versions.

Procedure

1  Upgrade VirtualCenter Server or vCenter Server to a compatible version.
Note The vCenter Server installation wizard warns you that Update Manager is not compatible when
vCenter Server is upgraded.

2 Insert the installer DVD in the DVD drive of the server on which Update Manager is installed.

3 Select a language and click OK.

4 In the upgrade warning message, click OK.

5 Review the Welcome page and click Next.

6  Read the patent agreement and click Next.

7 Accept the terms in the license agreement and click Next.

8  Enter the vCenter Server system credentials and click Next.
To keep the Update Manager registration with the original vCenter Server system valid, keep the
vCenter Server system IP address and enter the credentials from the original installation.

9  Enter the database password for the Update Manager database and click Next.
The database password is required only if the DSN does not use Windows NT authentication.

10 On the Database Upgrade page, select Yes, I want to upgrade my Update Manager database and I have

taken a backup of the existing Update Manager database, and click Next.

You should create a backup copy of the existing database before proceeding with the upgrade.
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Chapter 7 Upgrading Update Manager

(Optional) If you upgrade the database to the latest schema before upgrading Update Manager, on the
Database re-initialization warning page select to keep your existing database.

If you choose to replace your existing database with an empty one, you lose all of your existing data.

Enter the Update Manager port settings, select whether you want to configure the proxy settings, and click
Next.

Configure the proxy settings if the computer on which Update Manager is installed has access to the
Internet.

(Optional) Provide information about the proxy server and port, specify whether the proxy should be
authenticated, and click Next.

Click Install to begin the upgrade.
Click Finish.

You upgraded the Update Manager server.

What to do next

Upgrade the Update Manager Client plug-in.

Upgrade the Update Manager Client Plug-In

The Update Manager server and the Update Manager Client plug-in must be of the same version.

Prerequisites

Before upgrading the Update Manager Client plug-in, you must upgrade the Update Manager server.

Procedure

1
2

Connect the vSphere Client to a vCenter Server system with which Update Manager is registered.
Select Plug-ins > Manage Plug-ins.

In the Extension Manager window, click Download and install for the VMware vCenter Update Manager
extension.

Complete the Update Manager Client installation, and click Finish.

Click Close to close the Extension Manager window after the status for the Update Manager extension is
displayed as Enabled.

The icon for the Update Manager Client plug-in is displayed on the vSphere Client Home page.

VMware, Inc.
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Update Manager Best Practices and
Recommendations

You caninstall Update Manager on the same computer as the vCenter Server system or on a different computer.

The Update Manager server and plug-in must be the same version. Update Manager, vCenter Server, and
vSphere Client must be of a compatible version. For more information about compatibility, see “Update
Manager Compatibility with VirtualCenter Server, vCenter Server, VI Client, and vSphere Client,” on
page 24.

Update Manager has two deployment models:

B Internet-connected model - The Update Manager server has connectivity to the VMware patch repository,
Shavlik, and third-party patch repositories (for ESX/ESXi 4.0.x and ESX/ESXi 4.1 hosts). Update Manager
works with vCenter Server to scan and remediate the virtual machines, appliances, hosts, and templates.

B Air-gap or semi-air-gap model - Update Manager has no direct connection to the Internet and cannot
download patch metadata. In this model, you can use UMDS to download patch metadata and patch
binaries and store them in a shared repository. You can configure the Update Manager server to use a
shared repository of UMDS data as a patch datastore to scan and remediate the objects that you select
from the inventory. For more information about using UMDS, see Chapter 10, “Installing, Setting Up, and
Using Update Manager Download Service,” on page 57.

You should not install Update Manager or vCenter Server on a virtual machine that is managed by the same
vCenter Server system, if the host that is running the virtual machine is not in a DRS cluster. In such a case, if
you try to remediate the host, Update Manager does not remediate the host, to make sure that the virtual
machine running Update Manager or vCenter Server is not suspended or shut down during the remediation.
If the host on which the virtual machine is running is in a DRS cluster, and you start a remediation task on the
host, DRS attempts to migrate the virtual machine to another host, so that the remediation succeeds. If DRS
cannot migrate the virtual machine running Update Manager or vCenter Server, the remediation fails.
Remediation failure occurs even if you have selected to power off or suspend the virtual machines on the host,
in case the host fails to enter maintenance mode.

This chapter includes the following topics:
B “Update Manager Deployment Configurations,” on page 51
B “Update Manager Deployment Models and Their Usage,” on page 53

Update Manager Deployment Configurations

You can install Update Manager on the same computer on which vCenter Server is installed or on a different
computer.

The different configurations are listed in Table 8-1.
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Table 8-1. Update Manager Deployment Configurations

Configuration Virtual Machine 1 Virtual Machine 2  Virtual Machine 3  Virtual Machine 4  Virtual Machine 5

I vCenter Server
vCenter Server
database
Update Manager
server
Update Manager
database
vSphere Client
Update Manager
Client plug-in
II vCenter Server Update Manager
server
vCenter Server
database
Update Manager
database
vSphere Client
Update Manager
Client plug-in
1II vCenter Server vCenter Server
database
Update Manager
server
vSphere Client
Update Manager Update Manager
Client plug-in database
1\Y vCenter Server Update Manager vSphere Client
server
vCenter Server Update Manager Update Manager
database database Client plug-in
\% vCenter Server vCenter Server vSphere Client
database
Update Manager Update Manager Update Manager
server database Client plug-in
VI vCenter Server Update Manager vCenter Server Update Manager vSphere Client
server database database
Update Manager
Client plug-in
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Update Manager Deployment Models and Their Usage

You can use the different Update Manager deployment models in different cases, depending on the size of
your system.

There are several common Update Manager server host deployment models:

B vCenter Server and Update Manager server are installed on one host and their database instances are on
the same host.

This is the so called all-in-one system. It is most reliable when your system is relatively small.

B vCenter Server and Update Manager server are installed on one host and their database instances are on
two separate hosts.

This model is recommended for medium deployments, with more than 300 virtual machines or 30 hosts.

B  vCenter Server and Update Manager server run on different hosts, each with its own database instance
residing on a separate machine.

This model is recommended for large deployments when the datacenters contain more than 1,000 virtual
machines or 100 hosts.

For more information about the Update Manager best practices and recommendations, see VMware vCenter
Update Manager Performance and Best Practices.
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Uninstalling Update Manager

Update Manager has a relatively small impact on computing resources such as disk space. Unless you are
certain that you want to remove Update Manager, leave an existing installation in place for later use and disable
the Update Manager Client plug-in.

The Update Manager server and Update Manager Client plug-in can be uninstalled separately.
This chapter includes the following topics:
B “Uninstall the Update Manager Server,” on page 55

B “Uninstall the Update Manager Client Plug-In,” on page 55

Uninstall the Update Manager Server

You can uninstall the Update Manager server component.

Procedure
1 From the Windows Start menu, select Settings > Control Panel > Add or Remove Programs.
2 Select VMware vCenter Update Manager and click Remove.

The Update Manager server component is uninstalled from your system. All downloaded metadata and
binaries, as well as log data remain on the machine where Update Manager was installed.

Uninstall the Update Manager Client Plug-In

If you uninstall Update Manager, you might also want to uninstall the Update Manager Client plug-in from
the vSphere Client.

Procedure
1 From the Windows Start menu, select Settings > Control Panel > Add or Remove Programs.
2 Select VMware vCenter Update Manager Client 4.1 and click Remove.

After you uninstall the Update Manager plug-in, the Update Manager icon is no longer available in the
vSphere Client.
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Installing, Setting Up, and Using
Update Manager Download Service

VMware vCenter Update Manager Download Service (UMDS) is an optional module of Update Manager.
UMDS downloads patch metadata, patch binaries, and notifications that would not otherwise be available to
the Update Manager server.

For security reasons and deployment restrictions, vSphere, including Update Manager, might be installed in
an air-gap network. An air-gap network is a secured network that is disconnected from other local networks
and the Internet. Update Manager requires access to patch information to function properly. Install UMDS on
a computer that has Internet access to download patch binaries and patch metadata, and then export the
downloads to a portable media drive so that they become accessible to the Update Manager server.

In a semi-air-gap deployment (where the machine on which Update Manager is installed has no Internet access,
but is connected to a server that has Internet access), you can automate the export process and transfer files
from UMDS to the Update Manager server by using a Web server on the machine on which UMDS is installed.

UMDS 4.1 supports patch recalls and notifications. A patch is recalled if the released patch has problems or
potential issues. After you download patch data and notifications with UMDS, and export the downloads so
that they become available to the Update Manager server, Update Manager deletes the recalled patches and
displays the notifications on the Update Manager Notifications tab. For more information about patch recalls
and notifications, see “Configuring Notification Checks and Viewing Notifications,” on page 73.

This chapter includes the following topics:
B “Installing and Upgrading UMDS,” on page 57
B “Setting Up and Using UMDS,” on page 60

Installing and Upgrading UMDS

You can install and use UMDS to download patch binaries, patch metadata, and notifications if
Update Manager does not have access to the Internet. The machine on which you install UMDS must have
Internet access.

IMPORTANT You can install UMDS on both 32-bit and 64-bit machines.

Before installing UMDS, you must create a database instance and configure it to ensure that all tables are placed
in it. You must configure a 32-bit DSN and test the DSN from ODBC. If you are using Microsoft SQL Server
2005 Express, you can install and configure the database when you install UMDS.

The amount of space required to store the patches and notifications on the server on which UMDS is installed
varies based on the number of different operating systems and applications you intend to patch, as well as the
number of years you intend to gather patches on this system. Allocate 50GB for each year of ESX/ESXi patching,
and 11GB for each virtual machine operating system and locale combination.
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Compatibility Between UMDS and the Update Manager Server

UMDS must be of a version that is compatible with the Update Manager server.

Update Manager can work with a certain UMDS version if the metadata and structure of the patch store that
UMDS exports is compatible with Update Manager, and if the data can be imported and used by the
Update Manager server.

For information on which versions are compatible, see Table 10-1.

Table 10-1. Compatibility Between UMDS and the Update Manager Server

Update Manager Download Service

Update
Manager 1.0 1.0 1.0 1.0 1.0 4.0 4.0
Server 1.0 Update1 Update2 Update 3 Update 4 Update 6 4.0 Update 1 Update 2 41
1.0 Yes No No No No No No No No No
1.0 No Yes No No No No No No No No
Update 1
1.0 No No Yes No No No No No No No
Update 2
1.0 No No No Yes No No No No No No
Update 3
1.0 No No No No Yes No No No No No
Update 4
1.0 No No No No No No No No No No
Update 6
4.0 No No No No No No Yes Yes Yes Yes
4.0 No No No No No No Yes Yes Yes Yes
Update 1
4.0 No No No No No No Yes Yes Yes Yes
Update 2
4.1 No No No No No No No No No Yes

Install UMDS

Install UMDS if the machine on which Update Manager is installed does not have access to the Internet.

58

Prerequisites

Ensure that the machine on which you install UMDS has Internet access, so that UMDS can download
patch metadata and patch binaries.

Uninstall UMDS 1.0.x, if it is installed on the machine. If such a version of UMDS is already installed, the
installation wizard displays an error message and the installation cannot proceed.

Before you install UMDS create a database instance and configure it. If you install UMDS on 64-bit

machine, you must configure a 32-bit DSN and test it from ODBC. The database privileges and preparation
steps are the same as the ones used for Update Manager. For more information, see Chapter 3, “Preparing
the Update Manager Database,” on page 27.

UMDS and Update Manager must be installed on different machines.
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Procedure

1 Insert the VMware vCenter Update Manager installation DVD into the DVD drive of the Windows server
that will host UMDS.

Browse to the umds folder on the DVD and run VMware-UMDS . exe.
Select the language for the installation and click OK.

Review the Welcome page and click Next.

Read the patent agreement and click Next.

Accept the terms in the license agreement and click Next.

N Ok 0N

Select the database options and click Next.

B [fyou do not have an existing database, select Install a Microsoft SQL Server 2005 Express instance
(for small scale deployments).

B [f you want to use an existing database, select Use an existing supported database and select your
database from the list of DSNs. If the DSN does not use Windows NT authentication, enter the user
name and password for the DSN and click Next.

8  Enter the Update Manager Download Service proxy settings and click Next.

9  Select the Update Manager Download Service installation and patch download directories and click
Next.

If you do not want to use the default locations, you can click Change to browse to a different directory.
10 In the warning message about the disk free space, click OK.
11 Click Install to begin the installation.
12 Click Finish.
UMDS is installed.

Upgrade UMDS

You can upgrade UMDS 4.0 to UMDS 4.1. You cannot upgrade from UMDS 1.0.x versions to UMDS 4.1. The
patches you download with UMDS 1.0.x cannot be reused by UMDS 4.1.

To use UMDS 4.1, you must first uninstall UMDS 1.0.x, if it is present on the machine. Before you uninstall
UMDS 1.0.x, import the downloaded patch data into Update Manager 1.0.x by using vmware-
updateDownloadCli.exe. You can then uninstall UMDS 1.0.x, install UMDS 4.1, and upgrade Update Manager.

Prerequisites

You should create a backup copy of the existing UMDS database before proceeding with the upgrade. The
upgrade makes the database incompatible with older UMDS and Update Manager versions.

Procedure

1 Insert the VMware vCenter Update Manager installation DVD into the DVD drive of the Windows server
that will host UMDS.

Browse to the umds folder on the DVD and run VMware-UMDS. exe.
Click OK in the message warning you that an upgrade will be performed.

Review the Welcome page and click Next.

g = W N

Accept the terms in the license agreement and click Next.
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6  Enter your database information and click Next.

The database user name and password are required, if your DSN does not use Windows NT
authentication.

7  On the Database Upgrade page, select Yes, I want to upgrade my Update Manager database and I have
taken a backup of the existing Update Manager database, and click Next.

8  Click Install to begin the upgrade.
9  Click Finish.
UMDS is upgraded to UMDS 4.1.

Setting Up and Using UMDS

60

You can set up UMDS to download patches for Windows or Linux virtual machines, or patches and
notifications for ESX/ESXi hosts. You can also set up UMDS to download ESX/ESXi 4.0.x and ESX/ESXi 4.1
patch binaries, patch metadata, and notifications from third-party portals.

After you download the patch binaries, patch metadata, and notifications, you can export the data to a Web
server or a portable media drive and set up Update Manager to use a folder on the Web server or the media
drive (mounted as a local disk) as a shared repository.

UMDS can download patches for a variety of systems and versions:
B ESX 3i or later, and ESX 3.5 or later
B All Update Manager supported versions of Windows virtual machines

B All Update Manager supported versions of Linux virtual machines (only patch metadata, but not patch
binaries)

You can also set up UMDS to download ESX/ESXi 4.0.x and ESX/ESXi 4.1 patches and notifications from third-
party portals.

To use UMDS, the machine on which you install it must have Internet access. After you download the patch
binaries, patch metadata, and notifications, you can copy them to a local Web server or a portable storage
device, such as a CD or USB flash drive.

The best practice is to create a script to download the patches manually and set it up as a Windows Scheduled
Task that downloads the patches automatically.
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Set Up Which Patches to Download with UMDS

By default UMDS downloads patch binaries, patch metadata, and notifications for hosts. You can specify which
patch binaries and patch metadata to download with UMDS.

Procedure
1 Log in to the machine where UMDS is installed, and open a Command Prompt window.
2 Navigate to the directory where UMDS is installed.

B The default location in 32-bit Windows is C:\Program Files\VMware\Infrastructure\Update
Manager.

B The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Specify the updates to download.
B To set up a download of all ESX/ESXi host updates, run the following command:
vmware-umds —-set-config —-enable-host 1 —-enable-win 0 ——enable-1in 0
B To set up a download of all Windows updates, run the following command:
vmware-umds —-set-config —-enable-host 0 —-enable-win 1 ——enable-1in 0
B To set up a download of all Linux updates, run the following command:

vmware-umds —-set-config —-enable-host 0 —-enable-win 0 ——enable-lin 1

B To set up a download of all available updates, run the following command:

vmware-umds —-set-config —-enable-host 1 —-enable-win 1 ——enable-1lin 1

What to do next

Download the selected data.

Change the UMDS Patch Repository Location

UMDS downloads patch binaries, patch metadata, and notifications to a folder that you can specify during the
UMDS installation. The default folder to which UMDS downloads patch binaries and patch metadata is C:
\Documents and Settings\All Users\Application Data\VMware\VMware Update Manager\Data. You can
change the folder in which UMDS downloads patch binaries, patch metadata, and notifications after you install
UMDS.

If you have already downloaded patch binaries, metadata, and notifications, make sure that you copy all the
files and folders from the old location to the new patch store location. The folder in which UMDS downloads
patch binaries and patch metadata must be located on the machine on which UMDS is installed.

VMware, Inc. 61



VMware vCenter Update Manager Installation and Administration Guide

62

Procedure

1

Log in as an administrator to the machine where UMDS is installed, and open a Command Prompt
window.

Navigate to the directory where UMDS is installed.

B The default location in 32-bit Windows is C:\Program Files\VMware\Infrastructure\Update
Manager.

B The default location in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

Change the patch repository directory by running the command:
vmware-umds —-setup-config —-patch-store your_new_patchstore_folder

In this example, your_new_patchstore_folderis the path to the new folder in which you want to download
the patch binaries and patch metadata.

You successfully changed the directory in which UMDS stores patch data.

What to do next

Download patch binaries, patch metadata, and notifications using UMDS.

Configure UMDS to Download Third-Party Patches for ESX/ESXi Hosts

You can configure UMDS to connect to the Web sites of third-party vendors to download ESX/ESXi 4.0.x and
ESX/ESXi 4.1 host patches and notifications.

Procedure

1 Log in to the machine on which UMDS is installed.

2 Navigate to the UMDS installation directory and open the downloadConfig.xml file for editing.
B The default location in 32-bit Windows is C:\Program Files\VMware\Infrastructure\Update

Manager.
B  The default path in 64-bit Windows is C:\Program Files (x86)\VMware\Infrastructure\Update
Manager.

3 Add the third-party URL address between the <HostConfig> and </HostConfig> tags.
For example, add the following URL address:
<HostConfig>
<ESXThirdPartyUpdateUrl id="url2”>http://third_party_URL/index.xml</ESXThirdPartyUpdateUrl>
</HostConfig>
Note You can add a third-party URL address only for ESX/ESXi 4.0.x and ESX/ESXi 4.1 hosts.
You can add multiple third-party U