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When you build your virtual infrastructure with only ESX hosts that you also lock down for security reasons, you might be in for a little
surprise when you want to get your VI up and running again after major maintenance or a failure. First thing to do after the virtual ‘
infrastructure has been down, is to get VCenter up and running again. In a previous post “How to quickly recover from disaster” | already

explained the idea of running vCenter always on the first host in your cluster. In case of failure you don’t have to search where DRS left ‘ Hot Cases
your VCenter VM, you just connect the VI Client to the first host and start the vCenter VM. Don'’t forget you need your Active Directory and

SQL database before starting vCenter.

With an all ESX environment and locked down hosts, you cannot use the M Client to connect and start the necessary W, at least that
is what many think, but this isn’t completely true. The Locked down mode does NOT prevent direct VI Client connections as many think,
it does however prevent direct VI Client connetions made with the root-user account. The same goes for PowerCLlI, vCLI, WA, or any of
the other public APIs. In locked down mode the root user has no direct access. You can however create an extra user on your ESX install
and assign this user administrator rights. Then, after enabling locked down mode, you can still make a direct I Client connection to
your ESXi boxand perform some admin tasks like starting VI\Vs.

Another option would be to just get access to the console of the ESX host using ILO, KM DRAC or similar techniques and disable
lockdown mode. After disabling lockdown mode, you can then again make root access using the Vi Client.

To summarize:

- Lockdown mode for ESX does prevent root access using M Client, PowerCLI, WA API's efc.

- Lockdown mode for ESX does NOT prevent other users accessing the ESX host using above mentioned tools. Just be sure to first
create this user.

- Procedure in an enterprise to create that local user on all ESX hosts, would be to use (for example) PowerShell to create that admin
user and then enable the lockdown mode.
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